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Today’s Discussion

• Web 2.0 Update

• Mapping the Mal Web – The world’s riskiest domains

• Blended Threats – phishing, social networks and multiprotocol evil

• Malware – It isn’t just for binaries anymore

• The Latest Threat

• McAfee Stops it
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Web 2.0 Update
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New Marketing 

Channels

Employee Life/
Work Balance

Business Value of Web 2.0
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Collaboration 
Tools

Find Employees

Work Balance

•Multisource Content Rich

•Highly Interactive

4



Potential Threat Areas – Just an Example…
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Potential Threat Areas: Want More?

• Pop Under

– Source: MSNBC.com
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• Pop Under

– Source: CNN.com



Mapping the Mal Web
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Mapping the Mal Web

A portrait of the world’s riskiest top-level domains (TLDs)

Key Findings:

• Overall, an unweighted 5.8% of all domains we tested for this report 
were risky 

• Seven of the 20 riskiest TLDs were from the Asia-Pacific region 
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• Seven of the 20 riskiest TLDs were from the Asia-Pacific region 

• Six were so-called generic TLDs like .COM (Commercial) 

• Three were from former Soviet republics
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Mapping the Mal Web

The five TLDs with the greatest risky registrations are: 

• .CM (Cameroon) with a weighted risk of 36.7% 

• .COM (Commercial) with a weighted risk of 32.2% 

• .CN (People’s Republic of China) with a weighted risk of 23.4% 

• .WS (Samoa) with a weighted risk of 17.8% 
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• .INFO (Information) with a weighted risk of 15.8%
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Mapping the Mal Web

• The United States TLD (.US) is the riskiest Americas TLD with a 
weighted risk of 5.7% and a ranking of 17th worldwide

• Romania (.RO) was the riskiest TLD for downloads, with 21.0% of 
domains with downloads testing risky for those files 

• .INFO (Information) was the riskiest email TLD with 17.2% of sites with 
sign-ups resulting in unwanted email 
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• The Least Risky:

– Governmental (.GOV) 

– Japan (.JP) 

– Educational (.EDU) 

– Ireland (.IE) 

– Croatia (.HR)

– Note: This is for overall domain risk. There are numerous examples of malicious 

individual URLs within .HR and .EDU domains. Second, we have also found 

malicious or risky content served from Croatia but registered to non-Croatian TLDs 
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Blended Threats
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Four Characteristics of a Blended Threat

A blended threat typically includes:

More than one means of propagation -- for example, distributing a hybrid 

virus/worm via email that will self-replicate and infect a Web server, so that 

contagion will spread through all visitors to a particular site; 

Exploitation of vulnerabilities, which may be preexisting or even caused by 

malware distributed as part of the attack;

1

2
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The intent to cause real harm (rather than just causing minor computer 

problems for victims), for example, by launching a denial of service (DOS) 

attack against a target, stealing sensitive information, or delivering a Trojan 

horse that will be activated at some later date; 

Automation that enables increasing contagion without requiring user actions, 

such as opening attachments

Searchsecurity.com Definition: 
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci961251,00.html
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Phishing – Email part of a blended threat

• Targeted attacks at known marks

– Email addresses accurate

– Small numbers of mails sent

• Many government and financial 

organizations targeted in US and 

EMEA

• Attack vectors:

– Documents with embedded 
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– Documents with embedded 

malware

– URL links to malware

• Data stolen:

– Keystrokes

– Screenshots

– PGP keys

– Passwords
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Social Engineering – Web side of blended threats

• The link is an executable that installs a VERY recent Zeus trojan
variant.

• Zeus is an easy-to-use tool for constructing trojans and has been 
associated with numerous botnets.
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Malware – It isn’t just for binaries anymore
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Malware in Web 2.0

• Buffer overflow exploit

• Trojan downloader

ActiveX Controls &
Browser Helper 
Objects

Windows Executables
& Dynamic Link
Libraries

Java Applets &
Applications

JavaScript (in HTML, 
Stand-alone, in PDF).
Visual 
Basic 
Script

Visual Basic for Apps 
macros in Office 
documents
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• Trojan downloader

• Shell code

• Several other methods

System Breeched

Active code Fragments

extracted and executed
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So, what is the latest?

Going Nuclear
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Going Nuclear



Threat of The Week: Going Nuclear

• A friend of mine came across a new web based 

exploit pack called the “Nuclear” exploit pack. 

• Below is the login for the administrator of this pack
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• The author is offering 24/7 technical support 



Threat of The Week: Going Nuclear

The exploit pack is heavily obfuscated…
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Threat of The Week: Going Nuclear

To make life easier we used FileInsight to de-obfuscate the JavaScript to 

expose the Seven(!) HTML based exploits (some old classics shown below)
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The McAfee Solution

• Best of Suite Solutions

• Both Gateway and Endpoint Protection

• World Class “In-the-Cloud” Solutions

• World’s Largest Dedicated Security & Compliance Vendor
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The Essentials of Protection in Today’s Enterprise

INTERNET
EMAIL

WEB

Protection must be: multi-protocol, bi-directional, proactive (rather than 
reactive) and employ global reputation and deep content inspection
technologies.

Email Traffic
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WEB

SYSTEMS

EXTRANET
ERP

DATABASES

Email Traffic

Web Traffic

App Traffic
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Protecting against Blended Threats

• Deploy proactive protection on email

– Minimize SPAM exposure with 99%+ detection capability

– Stop zero hour mail threat with Reputation based protection

• Deploy proactive protection on web access

– Deploy reputation based Web filtering

– Filtering incoming web pages, on all web protocols, proactively for 
malware, including encrypted traffic

– Apply protection to http, https and ftp traffic
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– Apply protection to http, https and ftp traffic

– Apply reputation based Web filtering and malware protection on IM traffic

• Inspect all outbound email, web and file transfer traffic for data 
leakage 

– Define DLP policy

– Detect possible policy violations

– Enforce

– Audit and Report

24


