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Overview

What is Risk

Identification of Risk
Management of Risk

Risk Management Framework
Risk Analysis

RIsk Assessment Process

RIsk Mitigation Process







ldentification of Risk

Actual Threat

Possible Consequences
Occurrence Frequency of threat
Confidence in occurrence of threat




Management of Risk
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TRANSFERENCE CONTINGENCY
PLANS

AVOIDANCE MITIGATION

ACCEPTANCE
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Risk Management Framework

I 1. CATEGORIZE I

Information System

6. MONITOR 2. SELECT
Security Controls Security Controls
1 Risk Management ‘
Framework
2. AUTHORIZE 3. IMPLEMENT

Information System Security Controls

4. ASSESS
‘ Security Controls «
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Risk Analysis Terms

Exposure Factor (EF)

% loss to asset if threat realized
Single Loss Expectancy (SLE)

Asset Value X EF
Annualized Rate of Occurrence (ARO)

Expected frequency of threat
Annualized Loss Expectancy (ALE)
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Quantitative Risk Analysis

Preliminary Security Examination (PSE)
Steps
Determine Asset Value

Analyze Potential threats

Define ALE
Remedies

Risk Reduction
Risk Transference — Insurance
Risk Acceptance
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Qualitative Risk Analysis

Scenario Procedure
Asset Valuation Process
Safeguard Selection
Cost/Benefit
Manual operations
Audit/Accountability

Recovery
Vendor
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Risk Assessment Process

f' Hardware
* Software
* System interfaces

* People
& System mussion

* Data and information

~

>

* History of system attack

* Data from intelligence
agencies, NIPC, OIG,

Step 1.
System Characterization

ﬂ System Bounclar_\'\

* System Functions

> . System and Data

Cnticality

* System and Data

\ Sensitivity J

FedCIRC. mass media.

Step 2.
Threat Identification

_}{ Threat Statement J

* Reports from prior risk
assessments
* Any audit comments
* Security requirements
&Security test results

.4

Step 3.
Vulnerability Identification

List of Potential

—P Vulnerabilities

NIST Special Publication 800-30 Risk Management Guide for Information Technology Systems
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Risk Assessment Process

* Current controls
* Planned controls

—>

* Threat-source motivation

*» Threat capacity
* Nature of vulnerability
» Current confrols

Step 4. Control Analysis

List of Current and
Planned Controls

Step 5.
Likelihood Determination

Likelithood Rating

>
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Risk Assessment Process

* Mission impact analysis

» Asset crificality assessment
* Data crificality

* Data sensitivity

* Likelihood of threat
exploitation

* Magnitude of impact

* Adequacy of planned or
current controls

o

Step 6. Impact Analysis

* Loss of Integrity
* Loss of Availability
* Loss of Confidenniality

—— Impact Rating

—»

Step 7. Risk Determination

Risks and

> Associated Risk

Levels
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Risk Assessment Process

Step 8.
Control Recommendations

Recommendead
Controls

v

Step 9.
Results Documentation

__P[ Risk Assessment }

Report
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Risk Mitigation Process

Threat

Source

Vulnerahility
to Attack
Exists

/ ) YES
Vulnerable?\ YES
ulnerable _h Exploitable? —"

System
Design

Loss
‘ > Attacker’s  YES > Anticipated Unacceptable
._> Cost < Gain > Threshold Risk
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Risk Management

ALY W




