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State	of	InformaHon	

Security	
2016 
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“Data Breaches in Healthcare totaled over 
112 million records in 2015” 

“Data security events increased by 38%” 

2016 Global State of InfoSec Survey Price Waterhouse Cooper 

“Intellectual property theft increased 56%” 

“$400 Million – estimated losses from  
  700 million compromised records” 

2015 Verizon Data Breach Report 

2015 Data Breach Stats 

Forbes 
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ter Identity Theft Resource Center 

Threat Landscape Evolution 
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The	Problem:	

Thieves,	Snoops	and	Idiots 



§  External	AUackers	
•  CompeHtors	
•  Script	Kiddies	
•  NaHon	States	(OPM	breach)	
•  Lexis	Nexis	Breach	

§  Rogue	Administrators	
•  Snowden	

§  Internal	Bad	Actors	
•  Espionage	

Thieves 
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§  Privileged	Administrators	
§  CredenHal	compromise	
§  Sony	AUackers	

Snoops 
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Idiots 
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§  Users	
•  Make	mistakes	(lose	devices)	
•  Have	poor	security	educaHon	(password=123456)	

§  Developers	/	Vendors	
•  Lenovo	
•  ForHnet	

§  Administrators	
•  Sony	
•  AT&T	
•  Dropbox	

Idiots 
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Thieves, Snoops and Idiots 
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Thieves,	Snoops	and	Idiots	exploit	gaps	in	enterprise	informaHon	security	

every	day.		PKWARE’s	Smart	EncrypHon	armors	data,	eliminaHng	

vulnerabiliHes	everywhere	it	is	used,	shared	or	stored.	Smart	EncrypHon	is	

easily	embedded	and	managed	without	changing	the	way	people	work.		

Integrated	across	all	enterprise	systems,	pladorms	and	languages,	Smart	

EncrypHon	forHfies	informaHon	security	inside	and	outside	the	

organizaHon.	
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What	Happens	if	we	don’t	take	acHon:	

	
The	Risks 



§  Thieves	represent	the	highest	cost	in	terms	of	dollars	lost	and	
money	spent	

§  Snoops	represent	the	lowest	cost	in	terms	of	dollars	lost	but	have	
the	potenHal	to	heavily	damage	reputaHon	and	brand	

§  Idiots	represent	mistakes	made	by	everyone	that	results	in	
sensiHve	informaHon	exposure	

§  Risks:		
•  Financial	penalHes	
•  Brand	reputaHon	
•  Customer	confidence	
•  Intellectual	property	

Risks: $$$$$ 
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The Three Elements of a Breach 
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They	have	
to	get	in	

They	have	to	gain	access	to	informaHon	

They	have	
	to	get	it	out	

1 

2 

3 



§  You	must	have	at	minimum	3	layers	assuming	that	
two	will	fail	

§  No	defense	in	depth	strategy	is	complete	without	a	
data-centric	security	soluHon	

Persistent data level encryption 
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Smartcrypt	Overview	

PKWARE	Smart	EncrypHon	Pladorm 



The	Smartcrypt	Applica9on	
§  End-to-End,	client	side	encrypHon	for	exisHng	processes	
§  Available	for	every	major	operaHng	system	

	

Manager	
§  Policy	and	Control,	Visibility	
§  EncrypHon	Key	Management	

	

SDK	
§  ApplicaHon	Layer	EncrypHon	
§  AlternaHve	to	TokenizaHon	
§  Secure	sensiHve	informaHon	in	files	and	databases	
§  Available	for	every	major	language	

What PKWARE Smart Encryption Provides 
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ENTERPRISE	DATA	CENTER		
INFRASTRUCTURE	

SMALL-PLATFORM	&		
MOBILE	INFRASTRUCTURE	

IBM	System	z	/	Linux	for	z	
IBM	i	
IBM	PureSystems	
IBM	PowerSystems	
IBM	AIX	

VMware	
HP	UX	(Integrity)	
Oracle	Solaris	
Linux	(RedHat,	SuSE)	
X86	Servers	(IBM	x,	
Windows,	ProLiant)	

Windows	Desktops	
Mac	
iOS	
Android	

Total Enterprise Support 

IBM	zSeries	 IBM	i	Series	 Server	 Mobile	–	iOS	&	Android	Desktop	



Smart Encryption Platform 
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§  Provides	persistent	encrypHon	for	sensiHve	files	
§  Takes	the	complexity	out	of	key	management	

through	“Smartkeys”	
§  Maintains	a	record	of	who	is	manipulaHng	sensiHve	

informaHon	
§  Components:	

•  Smartcrypt	ApplicaHon	/	Manager	
•  SDK	

Smartcrypt 
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§  Built	to	use	the	most	well	veUed	cryptographic	services	
available	on	each	pladorm.	

§  Keys	are	accessed	in	place	through	exisHng	key	service	
layers	and	stores	

§  A	variety	of	key	formats	and	cryptosystems	are	
supported	

§  If	no	PKI	is	in	place,	PKWARE	can	provide	key	
management	solving	for	
•  Uncontrolled	encrypHon	
•  Private	key	transfer	amongst	authenHcated	devices	
•  Public	key	exchange	for	secure	data	exchange	operaHons	

Encryption + Key Management 
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§  Combine	mulHple	symmetric	keys	with	public	keys	for	
encrypHon	and	distribuHon	
•  A	unique	session	key	is	used	to	encrypt	the	data	
•  An	Asset	key	encrypts	the	session	key	
•  Asset	keys	are	encrypted	for	Public	Key	of	recipients	
•  Recipients	are	managed	via	ACL	

§  Solves	the	re-encrypHon	problem	

§  The	access	control	travels	with	the	data	

Smartkeys 
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Smartkeys 
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§  Data	is	encrypted	with	a	Smartkey(s)	
§  Policy	driven	for	IT	and	Audit	



Smartkeys 
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§  Private	keys	generated	client	side	
§  Synced	through	Smartcrypt	Manager	to	your	

devices	



Smartkeys 
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§  Smartcrypt	Cloud	performs	key	exchange	
§  Data	follows	normal	paths	



Data Security Intelligence 
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Compliance	repor9ng	to	ensure	security	mandates	and	regula9on	are	being	
met	

§  What	was	encrypted?	When?	Who	did	it?	

§  When	was	it	accessed?	

§  Where	were	these	operaHons	performed?	(IP	Address,	User	Device)	

§  How	was	it	protected?	(Smartkey,	Passphrase,	PGP,	X.509,	etc.)	

§  Where	did	it	go?	(Email,	EFSS,	removable	media,	custom)	

§  Focus	on	GRC	(PII,	PHI,	PCI,	SOX,	etc.)	



Smartcrypt Manager 
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SIEM 
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§  Data	level	encrypHon	(not	device	or	network)	
§  Sorware	defined	(no	hardware/appliances)	
§  Open	standards-based,	non-proprietary	crypto	
§  Persistent	protecHon	for	structured	&	

unstructured	data	
§  Files	compressed	and	encrypted	in	one	step	
§  Prevents	against	uncontrolled	encrypHon	

Our Points of Differentiation 
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How	can	you	get	started? 

Jason Ramirez 
(913) 205-8715 

Jason.ramirez@pkware.com 


