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My t h  On e

“I T  c a n  a n d  s h o u l d  
r e s t r i c t  t h e  t y p e s  o f  
u s e r s ,  e n d p o i n t  

p l a t f o r m s ,  a n d  a c c e s s  
t e c h n o l o g i e s  t h a t  m a y  

c o n n e c t  t o  t h e  
e n t e r p r i s e  n e t w o r k . ”
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My t h  Tw o

“T h e  t r a d i t i o n a l  n e t w o r k  
s e c u r i t y  p e r i m e t e r  
p r o v i d e s  a d e q u a t e  
p r o t e c t i o n  a g a i n s t  
e n d p o i n t  s e c u r i t y  

t h r e a t s . ”
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My t h  Th r e e

“E n d -u s e r s  c a n  b e  
t r u s t e d  t o  f o l l o w  b e s t  
p r a c t i c e s  t o  m a i n t a i n  a  

s e c u r e  e n d p o i n t  
e n v i r o n m e n t . ”
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My t h  Fo u r

“W e  c a n  w a i t  u n t i l  n e x t  
y e a r  t o  w o r r y  a b o u t  

r e g u l a t o r y  c o m p l i a n c e  
i s s u e s . ”
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My t h  Fi v e

“I f  I  k e e p  m y  c o m p u t i n g  
a n d  n e t w o r k  s y s t e m s  
p a t c h e d  I ’l l  a v o i d  

m a l w a r e . ”
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Y a n k e e  G r o u p  Re c o m m e n d a t i o n s

• E m b r a c e  t h e  i n e v i t a b l e
Your perimeter will get more porous
A t t a c k s  o n  e n d p o i n t s  w i l l  g e t  m o r e  s o p h i s t i c a t e d
Y o u r  p e r i m e t e r  w o n ’t  s t o p  e n d p o i n t -b o r n e  a t t a c k s

You will h a v e to enforce en d poin t sec urity  polic y
• D o n ’t  w a i t  t o o  l o n g  t o  a c t

R egula tory  issues,  rogue th rea ts a re h ere now
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En t e r p r i s e  Pe r i m e t e r  – Ex t e n d e d  a n d  Di l u t e d
• W ea k  sec urity  pra c tic es a n d  
en f orc emen t f or d y n a mic  
work f orc e

• “E a sy  a c c ess” a t od d s with  
“sec ure n etwork ”

• P ersisten t sec urity  v uln era b ilities 
on  c omplex  en d poin ts

“R e -i n f e c t i o n  f r o m  w o r m s ,  v i r u s e s  
a n d  t r o j a n s a r e  m o s t  o f t e n  c a u s e d  
b y  r e m o t e  u s e r s  w h o  h a v e  n o t  
p r o t e c t e d  t h e i r  m a c h i n e s  w i t h  t h e  
m o s t  u p -t o -d a t e  s e c u r i t y  p a t c h e s  
a n d  s i g n a t u r e s . ”

Endpoint Security Management, 
Max imiz ing B es t-of -B reed, I D C , 
2 0 0 4
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Th e r e ’s  G o t  To  B e  A B e t t e r  W a y
• New approach to meet coordinated, automated threats
• A ssess, achiev e, and report on security  pol icy  
compl iance

• C oordinated enf orcement of  O S  security  patches, 
security  appl ications, and endpoint conf ig uration

“B y  t h e fi rs t  q u a rt er of 2 0 0 5 ,  ent erp ri s es  t h a t  d on’t  enforce 
s ecu ri t y  p ol i ci es  d u ri ng  net w ork  l og i n w i l l  ex p eri ence 2 0 0 %  
m ore net w ork  d ow nt i m e t h a n t h os e t h a t  d o. “

Scan, Block and Quarantine to Survive Worm Attacks, Gartner 
Group , 2 0 0 4
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• I S S U E :
I n a b ility  to c on trol n etwork  a d mission  ex poses sign if ic a n t risk

A c c i d ent a l  o r  m a l i c i o u s  i n na t u r e
M a y  l ea d  t o  net w o r k  d o w nt i m e o r  ex p o s u r e o f  s ens i t i v e i nf o r m a t i o n

• S O L U T I O N:
A llow on ly  a uth oriz ed  d ev ic es on to th e n etwork

P r o v i d e enf o r c em ent  b y  l ev er a g i ng  ex i s t i ng  net w o r k  i nf r a s t r u c t u r e
M a x i m i z e ex i s t i ng  h a r d w a r e a nd  s o f t w a r e i nv es t m ent s
E na b l e a n ea s y  p a t h  t o  em er g i ng  enf o r c em ent  t ec h no l o g i es

Ro g u e  De v i c e s
Contractors / Vendors / Customers / Students / Outsiders
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• I S S U E :
T rusted  U ser b ut U n trusted  D ev ic e P rob lem

V P N  s ec u r es  t h e p a t h ,  b u t  t h e end p o i nt  d ev i c e ex p o s es  r i s k
I nt r u d er s  a nd  m a l w a r e c a n ent er  t h e c o r p o r a t e net w o r k  t h r o u g h  
c o m p r o m i s ed  V P N  end p o i nt s

• S O L U T I O N:
P rior to n etwork  a d mission  a ssure th a t ev en  un trusted  d ev ic es 
c omply  with  c orpora te polic y

F i l l  t h e m i s s i ng  l i nk :  a s s es s es  end p o i nt  s ec u r i t y  s o f t w a r e b ef o r e 
g a i ni ng  a c c es s
L ev er a g es  ex i s t i ng  i nv es t m ent s
E na b l e f l ex i b l e m a c h i ne u t i l i z a t i o n ( h o m e,  p r i v a t el y -o w ned )

Mo b i l e  U s e r s
H ome W ork ers / VP N
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• I S S U E :

N umerous d if f ic ult to ma n a ge d ev ic es in  a n  un k n own  sta te 
presen t sign if ic a n t risk

M a y  b e a n ent r a nc e v ec t o r  f o r  i nt r u d er s  a nd  m a l w a r e
F a c i l i t a t es  r a p i d  r e-i nf ec t i o ns  m a k i ng  c l ea n-u p  ex t r em el y  d i f f i c u l t

• S O L U T I O N:

P rior to n etwork  a d mission  a ssure th a t a ll d ev ic es c omply  with  
c orpora te polic y

C o nt i nu o u s  r e-ev a l u a t i o n t o  ens u r e d ev i c es  c o m p l y  w i t h  p o l i c y
L ev er a g e ex i s t i ng  i nv es t m ent s  w i t h  m i ni m a l  net w o r k  c h a ng es
E na b l e a n ea s y  i m p l em ent a t i o n p a t h  t o  em er g i ng  enf o r c em ent  
t ec h no l o g i es

L AN De s k t o p s
D ev ices w ith  P ersistent Connectiv ity
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Ev o l v i n g  Ma r k e t  St a n d a r d s  a n d  In i t i a t i v e s

• I E E E  8 0 2 . 1 X  S t a nd a rd
L o w -l ev el  net w o r k  p r o t o c o l  
E na b l es  V L A N -b a s ed  enf o r c em ent  &  q u a r a nt i ne i n s w i t c h es  a nd  
w i r el es s  a c c es s  p o i nt s
A v a i l a b l e t o d a y  i n m o d er n net w o r k  g ea r  f r o m  a l l  m a j o r  v end o r s

• C i s co N et w ork  A d m i s s i on C ont rol  ( N A C )  P rog ra m
A P I -l ev el  enf o r c em ent  &  q u a r a nt i ne t ec h no l o g y  b ei ng  b u i l t  i nt o  
C i s c o  net w o r k  i nf r a s t r u c t u r e
A v a i l a b l e i n p h a s es  t h r o u g h  2 0 0 5
M u l t i p l e v end o r s  i n p r o g r a m  a nno u nc i ng  s u p p o r t  f o r  p r o g r a m
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Ev o l v i n g  Ma r k e t  St a n d a r d s  a n d  In i t i a t i v e s

• M i cros oft  N et w ork  A cces s  P rot ect i on ( N A P )
A P I -l ev el  enf o r c em ent  &  q u a r a nt i ne t ec h no l o g y  i n M i c r o s o f t  
W i nd o w s  O p er a t i ng  S y s t em s
A v a i l a b l e i n L o ng h o r n,  2 0 0 7  ( 4 Q  2 0 0 5  B et a )
M u l t i p l e v end o r s  i n p r o g r a m  a nno u nc i ng  s u p p o r t

• T ru s t ed  C om p u t i ng  G rou p  ( T C G )
C r ea t i ng  T N C  ( T r u s t ed  N et w o r k  C o nnec t )  S t a nd a r d
M u l t i p l e A P I -l ev el  i nt er f a c es
V er y  ea r l y  s t a g es

202020© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .

Enforcement Alternatives

Road Warrior
We e k e n d Warrior
L A N  D w e l l e r

Rog u e

S S L  V P NS M B  L A N
Sup p orted
U se C ases

C is c o N A C
M ic ros of t  N A P

T ru s t e d C om p u t i n g  G rou p  
P oin t  S ol u t ionP oin t  S ol u t ionI ndustry  

P ersp ective

I n du s t ry  S t an dard
RA D I U S ,  8 0 2 . 1 xS S L  G at e w ayP rop rie t ary  V L A NQuarantine

E n dp oin t  A g e n tD ow n l oadab l e  
A c t iv e X  c on t rolC l i e n t  L og -inAssessment

Ag entActiveX  
/  J avaAp p liance
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Cisco Network Admission Control (NAC)
http://www.cisco.com/en/US/partners/pr46/nac/partners.html

A N T I  V I R U S R EMED I A T I O N

C L I EN T  SEC U R I T Y

2323© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco Confidential

Ci s c o  NAC

1. E n d  u s e r  a t t a c h e s  a  l a p t o p  t o  
n e t w o r k

2 . S w i t c h  s e n d s  M A C  a d d r e s s  v i a  S N M P -b a s e d  
n o t i f i c a t i o n  t o  C l e a n  A c c e s s  M a n a g e r  ( C A M )

Laptop with
C C A  A g e n t

S witc h

C A M

C A S

N etw orkV L A N  10

V L A N  10

V L A N  110

2424© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco Confidential

Ci s c o  NAC

3 . C A M  v e r i f i e s  i f  l a p t o p  i s  o n  t h e  “O O B  o n l i n e ” o r  “C e r t i f i e d  d e v i c e s ” l i s t s .
• I f  t h e  l a p t o p  i s  n o t  i n  t h e  “O O B  o n l i n e ” o r  “C e r t i f i e d  d e v i c e s ” l i s t ,  

t h e  C A M  i n s t r u c t s  s w i t c h  t o  a s s i g n  p o r t  t o  a u t h e n t i c a t i o n  V L A N . 
• D H C P  a d d r e s s e d  i s  a s s i g n e d  a s  D H C P / D N S  t r a f f i c  t r a v e r s e s  t h e  

C A S  u s i n g  V L A N  m a p p i n g . 

H os t with
C C A  A g e n t

S witc h

C C A  M an ag e r

C C A  S e r v e r

N etw orkV L A N  10

V L A N  10

V L A N  110

V L A N  110
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Ci s c o  NAC

4 . C A S  i s  o n  s a m e  a u t h e n t i c a t i o n  V L A N  a s  l a p t o p . 
C A S  e n f o r c e s  n e t w o r k  a c c e s s  r e s t r i c t i o n . 

5 . L a p t o p  i s  c h a l l e n g e d  f o r  c r e d e n t i a l s  t o  d e t e r m i n e  
“r o l e ”
• C C A  A g e n t  r e c e i v e s  c o m p l i a n c e  “c h e c k s ”

f r o m  C A S  b a s e d  o n  “r o l e .”
• C C A  A g e n t  g u i d e s  h o s t  t h r o u g h  a  s t e p  b y  

s t e p  r e m e d i a t i o n  p r o c e s s .
• U s e r  a l l o w e d  a c c e s s  t o  r e m e d i a t i o n  s i t e s  

e n f o r c e d  b y  C A S .

H os t with
C C A  A g e n t

S witc h

C C A  M an ag e r

C C A  S e r v e r

N etw orkV L A N  10

V L A N  10

V L A N  110

V L A N  110

2626© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco Confidential

Ci s c o  NAC

6 . C A S  i n f o r m s  C A M  t h a t  h o s t  i s  n o w  
“c e r t i f i e d .”

7 . C A M  i n s t r u c t s  s w i t c h  t o  p u t  p o r t  
o n t o  “a c c e s s ” V L A N  b a s e d  o n  
p o r t  m a p p i n g  o r  t h e  r o l e  
a s s i g n m e n t . 

8 . L a p t o p  i s  n o w  a l l o w e d  a c c e s s  t o  t h e   
p r o d u c t i o n  n e t w o r k .

C C A  S e r v e r

H os t with
C C A  A g e n t

S witc h

C C A  M an ag e r

N etw ork
V L A N  10

V L A N  10

V L A N  110

V L A N  10

2727© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco Confidential

Ne t w o r k  Sc a n n i n g  Pr o c e s s
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En d  U s e r  Ex p e r i e n c e :   W e b -b a s e d  
L ogin
Screen

Scan is  perf ormed
(types of checks depend on user role/OS)

C l ick -th rough  remediation

2929© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco Confidential

Cl e a n  Ac c e s s  Ag e n t  Pr o c e s s

3030© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco Confidential

En d  U s e r  Ex p e r i e n c e :   w i t h  Ag e n t

4 .

L o g i n
S c r e e n S c a n  is perf ormed

( t y p e s  of  c h e c k s  de p e n d on  u s e r rol e )

S c a n  f a ils
R emed ia te
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M icrosof t /  Cisco J oint Annou ncement
O ctob er 1 8 ,  2 0 0 4

C isco and M icrosof t T eam to I mprov e Network  S ecurity

C ompa n ies will work  towa rd  c ompa tib ility ,  in teropera b ility  of  
respec tiv e sec urity  a rc h itec tures 

T h i s  m o nt h  t h e t w o  c o m p a ni es  a nno u nc ed  t h ey  w i l l  w o r k  t o g et h er  t o  
ens u r e c o m p a t i b i l i t y  a nd  d ev el o p  i nt er o p er a b i l i t y  b et w een t h ei r  

r es p ec t i v e s ec u r i t y  a r c h i t ec t u r es .  F o r  C i s c o  t h i s  c o l l a b o r a t i o n f u r t h er  
d em o ns t r a t es  t h e c o m p a ny ' s  c o m m i t m ent  t o  r ei nv ent i ng  net w o r k  

s ec u r i t y .

In t e r o p e r a b i l i t y In t e g r a t i o n St a n d a r d i z a t i o n

323232© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .

NAC & NAP Collaboration Concept

N ot poli cy 
com pli a nt

1

R e s t r i c t e d  N e t w o r k

R e m e d iation  S e r v e r s
( P atc h,  A V ,  O the r )

W e b  P r ox y
( I n te r n e t ac c e s s )

5

C is c o N A C  c l i e n t  re q u e s t s  ac c e s s  t o n e t w ork  an d 
p re s e n t s  S t at e m e n t  of  H e al t h

1

5 I f  n ot  p ol ic y  c om p l ian t ,  c l i e n t  is  de l e g at e d t o a re s t ric t e d 
n e t w ork  s e g m e n t  ( L 3  – A C L s ,  L 2  – V L A N )  w it h  ac c e s s  t o 
Re m e diat ion  S e rv e r t o dow n l oad p at c h e s ,  c on f i g u rat ion s ,  
s ig n at u re s  ( Re p e at  1  - 4 )

2 C is c o S w it c h / Rou t e r an d A C S  c oordin at e s  w it h  M S F T  I A S  t o 
re l ay  h e al t h  s t at u s

6 I f  p ol ic y  c om p l ian t ,  c l i e n t  g ain s  ac c e s s  t o c orp orat e  n e t w ork

M S F T  I A S  

3
P o l i c y  S e r v e r s
P atch ,  A V ,  O th er

C o r p o r a t e  N e t w o r k6

P oli cy 
com pli a nt

C is c o
A C S

C is c o
S witc h/ R ou te r  

3 A C S  or I A S  S e r v e r v al idat e s  ag ain s t  I T -de f i n e d h e al t h  p ol ic y  
( c u s t om e r c h oic e )

4 C is c o A C S  m an ag e s  ac c e s s  p ol ic y ;  C is c o S w it c h / Rou t e r 
e n f orc e s  n e t w ork  ac c e s s  re s t ric t ion

2

4
C is c o

N A C  c l ie n t 

Windows Server Roadmap Update 
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Windows Server Sec u rity  Updates
� S P 1

� New features like Security Configuration Wizard 
drawing rav es from  users

� N ew  w ave of secu rity  g u id ance now  availab le 
for W ind ow s S erver and  X P  S P 2

� W ind ow s U p d ate S ervices
� B eta in Nov em b er

� N etw ork  Access P rotection
� V P N Q uarantine in Windows Serv er 2 0 0 3  SP 1  &  
R 2

� I ndustry p artnersh ip  m om entum  continues

M ic rosof t – C isc o N A P  C ol l ab oration
� Long-t e r m  a gr e e m e nt  t o s h a r e  p l a ns  a nd  i nt e gr a t e  ne t w or k  s e c u r i t y  a nd  h e a l t h  a s s u r a nc e  t e c h nol ogi e s  a r ou nd  M i c r os of t ’s  N e t w or k  A c c e s s  P r ot e c t i on ( N A P )  a nd  C i s c o’s  N e t w or k  A d m i s s i ons  C ont r ol  ( N A C )
� B e ne f i t  i s  t h a t  m u t u a l  c u s t om e r s  w i l l  b e  a b l e  t o b e t t e r  a d d r e s s  t h e  i nc r e a s e d  t h r e a t  a nd  i m p a c t  m a l i c i ou s  s of t w a r e
� C i s c o a nd  M i c r os of t  w i l l  c ol l a b or a t e  on t h r e e  k e y  d e l i v e r a b l e s :

� E ns u r e c o m p a t i b i l i t y  b et w een C i s c o  N A C  a nd  M i c r o s o f t  N A P
� D r i v e i nt er o p er a b i l i t y  ef f o r t s  b et w een t h ei r  t w o  a r c h i t ec t u r es  a s  t h es e s o l u t i o ns  ev o l v e a nd  a r e d el i v er ed  t o  c u s t o m er s
� L ea d  i nd u s t r y  s t a nd a r d s  i n t h e net w o r k  a d m i s s i o ns  a nd  a c c es s  c o nt r o l  a r ena s  t o  h el p  p r o m o t e b r o a d  m a r k et  a d o p t i o n a nd  i nt eg r a t i o n w i t h  i nd u s t r y  l ea d i ng  I S V  s o l u t i o ns .

� G i v e s  c u s t om e r s  w h a t  t h e y ’v e  a s k e d  u s  f or :   a  m or e  i nt e gr a t e d  C i s c o/ W i nd ow s  s ol u t i on
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• The Myths of Endpoint Security

• The Endpoint Security P rob l em

• C om pl ia nce Enforcem ent a s a  B est P ra ctice

• Sta nda rds a nd I nitia tiv es

• V endor A pproa ches in Ma rk et

• R O I  w ith Endpoint Security Enforcem ent

Ag e n d a
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W h a t  To  Ex p e c t  In  A So l u t i o n

• M a x i m i z e C u rrent  S ecu ri t y  a nd  N et w ork  I nv es t m ent s
V endor neutral arch itecture th at p rovides th e ab ility  to w ork w ith  
current N etw ork I nf rastructure and E ndp oint Security  E lements
M inimal ( if  any )  netw ork ch ang es
Avoids tech nolog y  “lock in” as netw orks ch ang e and evolve 

• L ow  T ot a l  C os t  of O w ners h i p
L ow  Administrative O verh ead – E asy  to imp lement and maintain
C entraliz ed def inition, manag ement and rep orting  of  enf orcement and 
q uarantine p olicy

• S u p p ort  M u l t i p l e E nforcem ent  M ech a ni s m s
Sup p orts M ig ration to I ndustry  Standards Wh en Availab le ( N AC , N AP , 
T C G, E tc. )
R emote and L AN  Based – I P Sec V P N , SSL  V P N , D ial, 8 0 2 . 1 X , D H C P , and 
C lient
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W h e r e  i s  t h e  ROI ?
• M a x i m i z e R O I  o n ex i s t i ng  p a t c h  m a na g em ent ,  a nt i -v i r u s ,  p er s o na l  
f i r ew a l l  a nd  net w o r k  i nf r a s t r u c t u r e el em ent s

• L o w er  c o s t s  o f  r em ed i a t i ng  a nd  p a t c h i ng  i nf ec t ed  end p o i nt s
• L o w er  c o s t s  o f  net w o r k  i nf ec t i o n b y  i m m ed i a t el y  r es p o nd i ng  t o  new  
v i r u s  a nd  w o r m  a t t a c k s

• I nc r ea s es  w o r k f o r c e p r o d u c t i v i t y  t h r o u g h  s a f e a nd  s ec u r e r em o t e 
a c c es s  t o  net w o r k s  t h r o u g h  V P N  a nd  W i r el es s  a c c es s

• I nc r ea s e s ec u r i t y  o f  t h e net w o r k  a nd  c o r p o r a t e i nf o r m a t i o n a nd  
r es o u r c es

• I nc r ea s e c o m p l i a nc e w i t h  I T  g o v er na nc e r eg u l a t i o ns
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Q  and A
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