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N ew  C ol l a b ora t ion  Tool  for I S S A

• Web & audio conferencing for ISSA Presentations
• Web:

ht t ps : / / a t .m eet in g pl a ce.n et
M eet in g  I D :  2 6 5 95 5 5

• Audio:
8 6 6 -M E E T M E -9
B ridg e I D :  2 6 5 -95 5 5

• R ecordings Av ail abl e Im m ediatel y  After Presos
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A g en d a

• T h e Wh o,  Wh at,  Wh ere,  Wh en & Wh y  of 8 0 2 . 1 x
• 8 0 2 . 1 x  on th e L AN
• 8 0 2 . 1 x  on th e Wirel ess L AN
• D ep l oy m ent Issues of 8 0 2 . 1 x
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C on c ep t s of 802.1x in  A c t ion

√Valid Credentials

Inv alid/ N o Credentials
X

Co rp o rate
N etw o rk

N o  Ac c ess

Au th o riz ed U ser

U nau th o riz ed E x ternal
W ireless U ser

Co rp o rate 
R eso u rc es

I den t it y  B a s ed 
A u t hen t ica t ion
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Three S imp l e Theories of 802.1x

• K eep  th e outsiders out
T oo ea s y  f or a n  u n s ecu red in div idu a l  t o g a in  
phy s ica l  a n d l og ica l  a cces s  t o a  n et w ork

• K eep  th e insiders h onest
A  n et w ork  port  is  eit her en a b l ed or dis a b l ed;  w ha t  ca n  
u s ers  do w hen  t hey  g et  n et w ork  a cces s ?

• Increase netw ork  v isibil ity  ( real -tim e and l ogged)
D y n a m ic con f ig u ra t ion  ( D H C P )  is  pl u g  a n d pl a y ;  w ha t  
a ccou n t a b il it y  does  a n  E n t erpris e ha v e f or w ho y ou  a re 
doin g  b u s in es s  w it h?  
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B a sic  I d en t it y  C on c ep t s

• W ha t  is  a n  iden t it y ?
An indic ato r o f  a c lient in a tru sted 
do m ain;  ty p ic ally  u sed as a p o inter 
to  a set o f  rig h ts o r p erm issio ns;  allo w s 
u s to  dif f erentiate b etw een c lients

• W ha t  does  it  l ook  l ik e?
Can lo o k  lik e any th ing

m w ilso n@ ac m e. c o m
M ark  W ilso n
0 0 -0 c -1 4 -a4 -9 d-3 3

• H ow  do w e u s e iden t it ies ?
U sed to  p ro v ide au th o riz atio ns—rig h ts 
to  serv ic es w ith in a do m ain;  serv ic es 
are arb itrary  and c an h ap p en at any  lay er 
o f  th e O S I m o del
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W ha t  I s A u t hen t ic a t ion ?

• T he proces s  of  es t a b l is hin g  a n d con f irm in g  t he iden t it y  
of  a  cl ien t  req u es t in g  s erv ices

• A u t hen t ica t ion  is  on l y  u s ef u l  if  u s ed t o es t a b l is h 
corres pon din g  a u t horiz a t ion

• M odel  is  v ery  com m on  in  ev ery da y  s cen a rios
I’d L ik e to  W ith draw  $ 2 0 0 . 0 0  P lease.

D o  Y o u  H av e Identif ic atio n?

Y es,  I D o .  H ere It Is.

T h ank  Y o u .  H ere’s Y o u r M o ney .
An Authentication System Is Only as Strong

as the M ethod  of  V erif ication U sed
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A p p l y in g  t he A u t hen t ic a t ion  M od el
t o t he N et w ork

I’d  L ik e to C onnect to the N etw ork .

D o Y ou H av e Id entif ication?

Y es,  I D o.  H ere It Is.

T hank  Y ou.  H ere Y ou G o.
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N etw ork  Access Protocol s 
and M ech anism s
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I E E E  802.1x

• Standard set by the IEEE 802.1 working group
• Is a f ram ework designed to address and prov ide 
port-based ac c ess c ontrol  using authentic ation

• P rim aril y 802.1x  is an enc apsul ation def inition f or 
EA P  ov er IEEE 802 m edia—EA P O L  ( EA P  ov er L A N )  
is the key protoc ol

• L ayer 2 protoc ol  f or transporting authentic ation 
m essages ( EA P )  between suppl ic ant ( user/ P C )  
and authentic ator ( switc h or ac c ess point)  

• A ssum es a sec ure c onnec tion
• A c tual  enf orc em ent is v ia M A C -based f il tering 
and port-state m onitoring
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802.1x Port  A c c ess C on t rol  M od el

R eq u est f o r S erv ic e
( Co nnec tiv ity )

B ac k end Au th entic atio n
S u p p o rt

Identity  S to re
Integ ratio n

Authenticator
• Switch
• R o u te r
• W L A N  A P

Id entity Store/ M anagement
• M S A D
• L D A P
• N D S
• O D B C

Authentication Serv er
• I A S
• A C S
• A n y  I E T F  R A D I U S s e r v e r

Sup p licant
• D e s k to p / l a p to p
• I P  p ho n e
• W L A N  A P
• Switch
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A  C l oser L ook :

Ac tu al Au th entic atio n Co nv ersatio n Is B etw een Client and Au th  S erv er 
U sing  E AP ;  th e S w itc h  Is an E AP  Co ndu it,  b u t Aw are o f  W h at’s G o ing  o n

80 2. 1x R AD IU S

E A P —M et hod D epen den t

P ort Authoriz ed
P ort U nauthoriz ed

P ort U nauthoriz ed

8 0 2 . 1 x ,  ST P

E AP O L -L o g o f f

E AP -Au th  E x c h ang e Au th  E x c h ang e w / AAA S erv er

E AP -Identity -R eq u est

Au th entic atio n S u c c essf u l/ R ej ec tedE AP -S u c c ess/ F ailu re

P o lic y  Instru c tio ns

E AP O L -S tart

E AP -Identity -R esp o nse
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E xt en sib l e A u t hen t ic a t ion  Prot oc ol  ( E A P)

• A fl ex ibl e transp ort p rotocol  used to carry  arbitrary  
auth entication inform ation—not th e auth entication 
m eth od itsel f

• E AP p rov ides a fl ex ibl e l ink  l ay er security  
fram ew ork

Sim pl e en ca ps u l a t ion  prot ocol
N o depen den cy  on  I P

F ew  l in k  l a y er a s s u m pt ion s
C a n  ru n  ov er a n y  l in k  l a y er ( P P P ,  8 0 2 ,  et c.)
A s s u m es  n o reorderin g
C a n  ru n  ov er l os s  f u l l  or l os s l es s  m edia
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W ha t  D oes E A P D o?

• T ra n s port s  a u t hen t ica t ion  in f orm a t ion  in  t he f orm  of  E A P  
pa y l oa ds

• E s t a b l is hes  a n d m a n a g es  con n ect ion ;  a l l ow s  a u t hen t ica t ion  
b y  en ca ps u l a t in g v a riou s  t y pes  of  a u t hen t ica t ion  ex cha n g es

• P rev a l en t  E A P  t y pes
E AP -T L S : u ses x . 5 0 9  v 3  P K I c ertif ic ates and th e T L S  m ec h anism  
f o r au th entic atio n
P E AP : p ro tec ted E AP  tu nnel m o de E AP  enc ap su lato r;  tu nnels o th er 
E AP  ty p es in an enc ry p ted tu nnel ( T L S )
E AP -F AS T : desig ned to  no t req u ire c ertif ic ates;  tu nnels o th er E AP  
ty p es in an enc ry p ted tu nnel ( T L S )

80 2. 1x  H ead er
E thernet H ead er

R AD IU S

IP  H ead er

E AP  P ayload
U D P

E AP  P ayload
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F a c t ors t ha t  D riv e E A P U sa g e

• E nterp rise security p olicy
A r e  the r e  r e q u ir e m e n ts  tha t d r iv e  a  p a r ticu l a r  ty p e
R e q u ir e m e n ts ,  s u ch a s ,  two  f a cto r  a u the n tica tio n  m a y  d r iv e  the  cho ice  o f  E A P -T L S

• Sup p licant sup p ort
W in d o ws  X P  s u p p o r ts  E A P -T L S,  P E A P  w/ E A P -M SC H A P v 2
3 r d  p a r ty  s u p p l ica n ts  s u p p o r t a  l a r g e v a r ie ty  o f  E A P  ty p e s ,  b u t n o t a l l

• R AD IU S serv er sup p ort
R A D I U S s e r v e r s  s u p p o r t a  l a r g e v a r ie ty  o f  E A P  ty p e s ,  b u t n o t a l l

• Authentication store
P E A P  w/ E A P -M SC H A P v 2  ca n  o n l y  b e  u s e d  with a u the n tica tio n  s to r e s  tha t 
s to r e  p a s s wo r d s  in  M SC H A P v 2  f o r m a t
N o t e v e r y  id e n tity  s to r e  s u p p o r ts  a l l  the  E A P  ty p e s

• N ew  technologies
N e two r k  A cce s s  C o n tr o l  m a y  r e q u ir e  E A P -F A ST  f o r  id e n tity  a n d  p o s tu r e

• C ustomer choice of  E AP  typ e d riv es ev ery other comp onent
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E A P-TL S

• C l ient support
W ind ow s 20 0 0 ,  X P ,  V ista and  W ind ow s C E  ( nativ ely sup p orted )
N on-W ind ow s p latf orms:  third -p arty sup p licants 
E ach client req uires a user certif icate

• Inf rastruc ture req uirem ents
E AP -T L S sup p orted  R AD IU S serv ers

C isco AC S,  C isco AR ,  M S IAS,  F unk ,  Interlink
R AD IU S serv er req uires a serv er certif icate
C ertif icate authority serv er ( P K I Inf rastructure)

• C ertif ic ate m anagem ent
B oth client and  R AD IU S serv er certif icates to b e managed
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E A P-PE A P

• H ybrid authentic ation m ethod
Serv er sid e authentication w ith T L S
C lient sid e authentication w ith E AP  authentication typ es 
( E AP -G T C ,  E AP -M SC H AP v 2,  etc. )

• C l ients do not req uire c ertif ic ates
Simp lif ies end  user/ d ev ice management

• R A D IU S serv er req uires a serv er c ertif ic ate
R AD IU S serv er self -issuing certif icate cap ab ility
P urchase a serv er certif icate p er serv er f rom p ub lic P K I entity
Setup  a simp le P K I serv er to issue serv er certif icates

• A l l ows f or one way authentic ation types to be used
One-time-p assw ord s
P rox y to L D AP ,  U nix ,  N T / AD ,  K erb eros,  etc.
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E A P-F A S T Prot oc ol

• E x tensibl e Auth entication Protocol -F l ex ibl e 
Auth entication v ia Secure T unnel ing ( E AP-F AST )  
is a T L S-based R F C 3 7 4 8  com p l iant E AP m eth od 

• T h e tunnel  establ ish m ent rel ies on a Protected 
Access C redential  ( PAC )  th at can be p rov isioned 
and m anaged dy nam ical l y  by  E AP-F AST  th rough  
AAA serv er 

• PAC  is a uniq ue sh ared credential  used to m utual l y  
auth enticate cl ient and serv er

• PAC  is associated w ith  a sp ecific user-ID  and an 
auth ority -ID

• PAC  rem ov es th e need for PK I ( digital  certificates)
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S ome E A P Ty p es C omp a red

Co rp o rate
N etw o rk

W L AN  Client Ac c ess P o int R AD IU S  S erv er

U serid/ P assw o rd
E G .  ( O T P )

P K I
Certif ic ate

Certif ic ate
E n cr y p te d  T u n n e l  P r o v id e d  b y  C e r tif ica te

C l ie n t P a s s wo r d
P rotected  E AP
( P E AP )

P K I 
Certif ic ate

Certif ic ate
E AP -T L S

Certif ic ateP K I Certif ic ate
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E A P-F A S T A u t hen t ic a t ion

Ac c ess
P o intClient R AD IU S  

S erv er
S tart

IdentityIdentity
R eq u est Identity

S erv er Au th entic ates Client

AP  B lo c k s All 
R eq u ests U ntil 

Au th entic atio n Co m p letes

C l ie n t Sid e
A u the n tica tio n

P AC-O p aq u e P AC-O p aq u e

E x ternal U ser D B

E stab lish  a S ec u re T u nnel ( P AC and T L S )
Se r v e r  Sid e  

A u the n tica tio n

K ey  M anag em ent

P ro tec ted D ata S essio n

W P A o r CCK M  K ey  
M anag em ent U sed

A-IDA-ID
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E A P Prot oc ol s:  F ea t u re S u p p ort

Yes6Yes5N oO T P  S u p p o r t
YesYes5YesL D A P  D B  S u p p o r t
YesYesYesM S  D B  S u p p o r t

C i sc o / C C X v 3  
C l i en t s4 a n d  
O t h er s2

X P , 2 0 0 0 , C E , 
C C X v 2  C l i en t s3,
a n d  O t h er s2

X P , 2 0 0 0 , C E ,
a n d  O t h er s2C l i en t  a n d  O S  A v a i l a b i l i t y

YesYesN / AP a ssw o r d  E x p i r a t i o n  ( M S  D B )
YesYes1Yes1L o g i n  S c r i p t s ( M S  D B )
YesYesYesS i n g l e S i g n -o n

E A P -F A S TP E A PE A P -T L S

1 Windows OS supplicant requires machine authentication (machine accounts on M icrosof t 
A D )

2 G reater operating  sy stem cov erag e is av ailab le f rom M eeting house and F unk  supplicants
3 P E A P / G T C  is supported on C C X v 2  clients and ab ov e
4 C isco 3 5 0 / C B 2 0 A  clients support E A P -F A ST  on M SF T  X P ,  2 0 0 0 ,  and C E  operating  sy stems 
E A P -F A ST  supported on C B 2 1 A G / P I 2 1 A G  clients with A D U  v 2 . 0  and C C X v 3  clients

5 Supported b y  P E A P / G T C  only
6 Supported with 3 r d party  supplicant
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E A P Prot oc ol s:  F ea t u re S u p p ort

YesN oN oA p p l i c a t i o n  S p ec i f i c  D ev i c e ( A S D )  
S u p p o r t

N oN oN oO f f -L i n e D i c t i o n a r y  A t t a c k s?
YesN oN oL o c a l  A u t h en t i c a t i o n
YesYesYesW P A  S u p p o r t

L o wM ed i u mH i g hD ep l o y m en t  C o m p l ex i t y

N oYesYesS er v er  C er t i f i c a t es?

L o w / M ed i u mH i g hH i g hR A D I U S  S er v er  S c a l a b i l i t y  I m p a c t

N oN oYesC l i en t  C er t i f i c a t es?

E A P -F A S TP E A PE A P -T L S
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A g en d a

• T h e Wh o,  Wh at,  Wh ere,  Wh y  & Wh en of 8 0 2 . 1 x
• 8 0 2 . 1 x  on th e L AN
• 8 0 2 . 1 x  on th e Wirel ess L AN
• D ep l oy m ent Issues of 8 0 2 . 1 x
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U ncontrolled  p ort p rov id es a p ath f or ex tensib le authentication 
p rotocol ov er L AN  ( E AP OL ) and C D P  traf f ic only

D efa u l t  S ec u rit y  of 802.1x 

U n con t rol l ed P ort  P rov ides  a  P a t h f or E x t en s ib l e 
A u t hen t ica t ion  P rot ocol  ov er L A N  ( E A P O L )  T ra f f ic O n l y

F or E a ch 8 0 2 .1 x  Sw it ch P ort ,  t he Sw it ch C rea t es
T w o V irt u a l  A cces s  P oin t s  a t  E a ch P ort

T he C ontrolled  P ort Is Op en Only W hen the D ev ice 
C onnected  to the P ort H as B een Authoriz ed  b y 80 2. 1x

C ontrolled
U ncontrolledEAPOL EAPOL
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D efa u l t  S ec u rit y  of 802.1x

• B ef ore 8 0 2 .1 x  a u t horiz a t ion ,  M A C  a ddres s  of  en d-s t a t ion  
is  u n k n ow n

• B ef ore 8 0 2 .1 x  a u t horiz a t ion ,  s pa n n in g -t ree is  n ot  in  a  f orw a rdin g  
s t a t e f or t he s w it ch port

• B ef ore 8 0 2 .1 x  a u t horiz a t ion ,  n o t ra f f ic ca n  b e proces s ed b y  
s w it ch C P U  w it h t he ex cept ion  of  E A P O L  

• 8 0 2 .1 x  s t a t e m a chin e direct l y  rel ia n t  on  l in k  s t a t e of  port  

0 0 -0 1 -7 6 -4 8 -9 0 -f f ? ?
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D efa u l t  S ec u rit y  of 802.1x

0 0 -0 1 -7 6 -4 8 -9 0 -f f

? ?

• Sin g l e-a u t h m ode
• A u t hen t ica t ed s es s ion  b ou n d t o M A C  a ddres s  u s ed 
t o a u t horiz e t he port

• A f t er 8 0 2 .1 x  a u t horiz a t ion ,  M A C  a ddres s  of  en d-s t a t ion  
on l y  on e a l l ow ed on  t he port  

• T he opera t ion  en s u res  t he v a l idit y  of  t he a u t hen t ica t ed s es s ion
• N et w ork  ca n n ot  b e com prom is ed b y  n on -8 0 2 .x  cl ien t  or a n  
8 0 2 .1 x  cl ien t  s een  on  t he w ire
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D efa u l t  S ec u rit y  of 802.1x

• A ddit ion a l  M A C  a ddres s es  on  w ire t rea t ed a s  s ecu rit y  v iol a t ion
• T his  in cl u des  V M w a re t y pe dev ices
• T his  in cl u des  m a chin es  t ha t  a t t em pt  t o t ra n s m it  g ra t u it ou s  
A R P  f ra m es

0 0 -0 1 -7 6 -4 8 -9 0 -f f ? ?

0 0 -6 7 -e5 -b b -4 5 -2 1
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D efa u l t  S ec u rit y  of 802.1x

• W ha t  if  t he phy s ica l  t opol og y  does  n ot  a l l ow  a  poin t -t o-poin t  
con n ect ion ?  ( i.e.,  con f eren ce room )

• M u l t ihos t m ode
• U s e 8 0 2 .1 x  t o a u t horiz e t he port on l y
• A n y  a m ou n t  of  s t a t ion s  s u b s eq u en t l y  a l l ow ed on  w ire

0 0 -0 1 -7 6 -4 8 -9 0 -f f ? ?

0 0 -6 7 -e5 -b b -4 5 -2 1
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D efa u l t  S ec u rit y  of 802.1x

Recommendation:
• U se 802.1x  to authoriz e the port
• U se post-sec urity to then enf orc e it

0 0 -0 1 -7 6 -4 8 -9 0 -f f ? ?

0 0 -6 7 -e5 -b b -4 5 -2 1
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A g en d a

• T h e Wh o,  Wh at,  Wh ere,  Wh y  & Wh en of 8 0 2 . 1 x
• 8 0 2 . 1 x  on th e L AN
• 8 0 2 . 1 x  on th e Wirel ess L AN
• D ep l oy m ent Issues of 8 0 2 . 1 x
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802.1X  A u t hen t ic a t ion  O v erv iew

• IE E E  80 2. 11 T ask  G roup  I recommend ation 
f or W L AN  authentication

• E x tensib le and  interop erab le—sup p orts:
D if f e r e n t E A P  a u the n tica tio n  m e tho d s  o r  ty p e s
N e w e n cr y p tio n  a l g o r ithm s ,  in cl u d in g  A E S 
a s  a  r e p l a ce m e n t f o r  R C 4

• K ey b enef its
M u tu a l  a u the n tica tio n  b e twe e n  cl ie n t a n d  
a u the n tica tio n  ( R A D I U S)  s e r v e r —m itig a tio n  
f o r  u n a u tho r iz e d  cl ie n ts / r o g u e  A P
E n cr y p tio n  k e y s  d e r iv e d  a f te r  a u the n tica tio n —
n o  r e q u ir e m e n t to  m a n u a l l y  m a n a g e  k e y s
C e n tr a l iz e d  p o l icy  co n tr o l —a u to n o m ic e n cr y p tio n  
p o l icy / u s e r  a cce s s  to  a u tho r iz e d  r e s o u r ce s

C l ie n t

A P

R A D I U S
Se r v e r

E x te n s ib l e
A u the n tica tio n
P r o to co l  ( E A P )

R A D I U S

U s e r
D a ta b a s e
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H ow  D oes E xt en sib l e A u t hen t ic a t ion  
Prot oc ol  ( E A P)  A u t hen t ic a t e C l ien t s?

C lient Associates
C o r p o r a t e  N e t w o r k

W L A N
C l ie n t

W L A N
C o n tr o l l e r / A P

R A D I U S
Se r v e r

C annot Send  D ata U ntil… D a ta  f r o m  C l ie n t B l o ck e d  b y  C o n tr o l l e r / A P

…E AP  Authentication 
C omp lete

8 0 2 . 1 x R A D I U S

E A P

C lient Send s D ata D a ta  F r o m  C l ie n t P a s s e d  b y  C o n tr o l l e r / A P

U s e r
D a ta b a s e

�

X
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A g en d a

• T h e Wh o,  Wh at,  Wh ere,  Wh y  & Wh en of 8 0 2 . 1 x
• 8 0 2 . 1 x  on th e L AN
• 8 0 2 . 1 x  on th e Wirel ess L AN
• D ep l oy m ent Issues of 8 0 2 . 1 x
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B rok en  Promises of 802.1x

• Integration is k ey  to m ak ing 8 0 2 . 1 x  dep l oy abl e
• H ow  do y ou deal  w ith  dev ices th at cannot 
sp eak  8 0 2 . 1 x ?

• H ow  does v oice interop erate w ith  p ort-based 
access control ?

• H ow  do y ou p rov ide netw ork  v isibil ity  for 
auth enticated identities?  

• H ow  do h andl e dev ices th at sp eak  8 0 2 . 1 x  but aren’t 
in y our enterp rise?

• H ow  do y ou h andl e th e AAA serv er being 
unav ail abl e?
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802.1x:  D efa u l t  O p era t ion

X
N o Sup p licant 80 2. 1x  P rocess

X
X

• Any 80 2. 1x -enab led  sw itch p ort w ill send  E AP OL  id entity-req uest 
f rames on the w ire ( w hether a sup p licant is there or not)  

• Sw itch d ef aults to no sup p licant b eing on the w ire b ased  on no 
E AP OL  resp onse to its req uests

• N o netw ork  access is giv en
• T ransient state;  w hole p rocess restarts af ter a hold  timer
• P rocess can start again if  a sup p licant ap p ears on the p ort

1
2

E AP O L -R eq u est ( Identity )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3 3 3 0  S ec o nds

U p o n L ink  U p
3 0  S ec o ndsE AP O L -R eq u est ( Identity )

D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3

E AP O L -R eq u est ( Identity )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3
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802.1x w it h G u est  V L A N

X
N o Sup p licant 80 2. 1x  P rocess

X√
• A n y  8 0 2 .1 x -en a b l ed s w it ch port  w il l  s en d E A P O L -I den t it y -
R eq u es t  f ra m es  on  t he w ire ( w het her a  s u ppl ica n t  is  t here 
or n ot )

• P ort  is  m ov ed t o g u es t  V L A N  a f t er s t ep t hree a b ov e;  in s t ea d 
of  t ra n s it ion in g  t o dis con n ect ed,  t he port  im m edia t el y  
t ra n s it ion s  t o a  s t a t e of  a u t horiz ed a n d t he dev ice is  
a u t hen t ica t ed

E AP O L -R eq u est ( Identity )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3 3 3 0  S ec o nds

2 3 0  S ec o ndsE AP O L -R eq u est ( Identity )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3

E AP O L -R eq u est ( Identity )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3 1 U p o n L ink  U p
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802.1x w it h V V I D

• M ul ti-V L A N  A c c ess P orts ( M V A P )
• W ith M ul ti-V L A N  A c c ess P orts,  a port c an bel ong 
to two V L A N s,  whil e stil l  al l owing the separation of  
v oic e/ data traf f ic  whil e enabl ing you to c onf igure 802.1x  

• A n ac c ess port abl e to handl e two V L A N s
N ativ e or P ort V L AN  Id entif ier ( P V ID )  
Aux iliary or V oice V L AN  Id entif ier ( V V ID )

• H ardware set to dot1q  trunk T agged  80 2. 1q

U ntagged  80 2. 3
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U ncontrolled  P ort P rov id es a P ath f or
E x tensib le Authentication P rotocol ov er L AN  ( E AP OL )  T raf f ic ON L Y

U ncontrolled  P ort P rov id es a P ath f or
E x tensib le Authentication P rotocol ov er L AN  ( E AP OL ) and C D P  T raf f ic only

802.1x w it h V V I D

C ontrolled
U ncontrolled

F or E a ch 8 0 2 .1 x  Sw it ch P ort ,  t he Sw it ch C rea t es
T w o V irt u a l  A cces s  P oin t s  a t  E a ch P ort

T h e Co ntro lled P o rt Is O p en O nly  W h en th e D ev ic e 
Co nnec ted to  th e P o rt H as B een Au th o riz ed b y  8 0 2 . 1 x

EAPOL C D P EAPOL+ C D P
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802.1x w it h V V I D

• T he P C  ha s  t o a u t hen t ica t e b ef ore g et t in g  a cces s  t o t he 
da t a  V L A N

• T he I P  phon e ( w it hou t  dot 1 x  s u ppl ica n t  im pl em en t a t ion )  ca n  
g et  a cces s  t o t he v oice V L A N  a f t er s en din g  proper C D P  
pa ck et s ,  reg a rdl es s  of  t he dot 1 x  s t a t e of  t he port

• U n a u t hen t ica t ed v oice V L A N  ( V V I D )  a cces s
• A u t hen t ica t ed da t a  V L A N  ( P V I D )  a cces s   
• T his  a l l ow s  8 0 2 .1 x  a n d V oI P  t o coex is t  a t  t he s a m e t im e

G u e s tP V I D
V V I D
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I ssu es w it h 802.1X  a n d  I P Phon es

1 P o r t A l r e a d y  A u the n tica te d
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I ssu es w it h 802.1X  a n d  I P Phon es

2 P C  L e a v e s

X √?
3 P o r t R e m a in s  A u tho r iz e d

I f  an E nd-U s er  D is connects ,  th e P or t Remains  
A u th or iz ed b y  8 0 2 . 1 X   ! ! !
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I ssu es w it h 802.1X  a n d  I P Phon es

• A n  il l eg it im a t e u s er ca n  n ow  g a in  a cces s  t o t he port  b y  
s poof in g  t he a u t hen t ica t ed M A C  a ddres s ,  a n d b y pa s s  
8 0 2 .1 X  com pl et el y — S E C U R I T Y H O L E

• A  l eg it im a t e u s er m a y  n ow  a t t em pt  t o g a in  a cces s  t o t he port  
b y  w a y  of  8 0 2 .1 X

H ow ev er,  assuming M AC  ad d resses are d if f erent,  now  the sw itch 
may treat this as a security v iolation!

• E A P O L  L og of f  f ea t u re in  phon e f irm w a re cl os ed t his  is s u e

4 I l l e g itim a te  U s e r
O r  L e g itim a te  u s e r √?

3 P o r t R e m a in s  A u tho r iz e d
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A d d ressin g  I P Phon e I ssu e

1 P o rt Already  Au th entic ated
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A d d ressin g  I P Phon e I ssu e

• I f  a n  en d-u s er dis con n ect s ,  a n  I P  phon e t ra n s m it s  a n  
E A P O L -l og of f  f ra m e t o t he s w it ch

S A =  P C M AC address
D A =  0 1 -8 0 -C2 -0 0 -0 0 -0 3
T w o b asic f unctions need ed  f rom p hone

M o nito r th e P AE  g ro u p  address to  determ ine w h o  and w h ere su p p lic ant
Ac tu ally  transm it th e E AP O L -lo g o f f  f ram e

X X
2 P C L eav es

3 E AP O L -L o g o f f  T ransm itted
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A d d ressin g  I P Phon e I ssu e

• T h e sw itch  th ink s it is a standard E APO L -l ogoff 
fram e transm itted by  a sup p l icant indicating end 
of serv ice 

• T h is cl oses th e current security  h ol e,  and p rom otes 
subseq uent m obil ity

√
4 N ew  Au th entic ated S essio n
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M u l t i-D oma in -A u t h
• Sw it ch port s  t o a u t hen t ica t e t he P C  a n d t he I P  phon e s epa ra t el y
• Sw it ch port  is  a n  M V A P  ( a k a  A u x -V L A N  port )  
• Su pport s  1 X  f u n ct ion a l it y  

On V oice-V L AN  as w ell as D ata-V L AN
• Su pport s  M A B  f u n ct ion a l it y  

On V oice-V L AN  as w ell as D ata-V L AN
IP  P hones w ithout 80 2. 1X  cap ab ility req uire M AC  Authentication B yp ass ( M AB )  sup p ort

• T he s ol u t ion  is  ex t en s ib l e in  order t o s u pport  t he pl a n n ed l a u n ch of  8 0 2 .1 X  s u ppl ica n t  ca pa b il it y  on  I P  phon es  
• T he s ol u t ion  s u pport s  b ot h s t a t ic a s  w el l  a s  dy n a m ic con f ig u ra t ion  on  I P  phon es  ( f or V V I D )



47© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .

1

S ol u t ion  for C isc o I P Phon es
No supplicant on phone

R A D I U S s e r v e r
8 0 2 . 1 X  e n a b l e d  p o r t 
with M A B  a n d  v o ice  
ca p a b il ity

Sw
itch

1 - P h o ne sends/ rec eiv ed CD P  req u ests,  p ro c essed b y  sw itc h

2

2 - P h o ne g ets VVID  inf o  and 8 0 2 . 1 X  tim es o u t ( p h o ne no t allo w ed to
c o m m u nic ate to  th e netw o rk  y et)

3

3 - S w itc h  initiates M AB  Ac c ess-R eq u est o n b eh alf  o f  th e p h o ne

4

4 - S w itc h  rec eiv es Ac c ess-Ac c ep t &  inf o rm atio n th at th e dev ic e is an IP  p h o ne.  P o rt-
f o rw arding  is allo w ed o n eith er VL AN .5 - T h e IP  p h o ne ( no w  tag g ing  its p ac k ets w ith  th e sam e v o ic e VL AN  th at w as 
rec eiv ed in th e CD P  resp o nse) c o ntinu es to  send traf f ic  w h ic h  is no w  allo w ed 
o n th e VVID  as a resu lt o f  au th entic ating  th e M AC-Address.

5

A u tho r iz e d  l in k

- D ata VL AN  VP  state-m ac h ine 
is in b lo c k ing  state and
- Vo ic e VL AN  VP  state-m ac h ine 
is in ask  state
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1

S ol u t ion  for n on -C isc o I P Phon es
No supplicant on phone

R A D I U S s e r v e r
8 0 2 . 1 X  e n a b l e d  p o r t 
with M A B  a n d  v o ice  
ca p a b il ity

Sw
itch

1 - P h o ne sends u ntag g ed D H CP  b lo c k ed b y  sw itc h

2

2 - 8 0 2 . 1 X  tim es o u t ( p h o ne no t allo w ed to  c o m m u nic ate to  th e netw o rk  y et)

3

3 - S w itc h  initiates M AB  Ac c ess-R eq u est o n b eh alf  o f  th e p h o ne

4

4 - S w itc h  rec eiv es Ac c ess-Ac c ep t &  inf o rm atio n th at th e dev ic e is an IP  p h o ne.  P o rt-
f o rw arding  is allo w ed o n eith er VL AN .5 - N o n-Cisc o  p h o ne c o ntinu es to  send traf f ic  w h ic h  is no w  allo w ed o n th e 
P VID  as a resu lt o f  au th entic ating  th e M AC-Address.  P h o ne th en reb o o ts o nto  
VVID  no rm ally .

5

A u tho r iz e d  l in k

- D ata VL AN  VP  state-m ac h ine 
is in b lo c k ing  state and
- Vo ic e VL AN  VP  state-m ac h ine 
is in ask  state
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M A B  a n d  G u est  V L A N
• T h ese features w ork  togeth er

M A B  F irs t
G u es t  V L A N  if  M A B  f a il s

• B e V E R Y careful  tw eak ing tim ers.
Y ou  don ’t  w a n t  a  8 0 2 .1 X  ca pa b l e m a chin e t o do M A B  or 
G u es t  V L A N  b ef ore 8 0 2 .1 X  ca n  res pon d t o t he E A P O L  
I den t it y  req u es t s
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802.1X / M A B  w it h I PT
• 80 2. 1X  resolv ed  this issue b y hav ing the p hone snoop  f or E AP OL  
and  p rox y and  E AP OL -L ogof f  w hen 80 2. 1X  d ev ice leav es the p ort.

• M AB  has same issue as 80 2. 1X  ex cep t there is no control p lane 
b etw een the sw itch and  p hone to snoop  on.

• If  a M AB  d ev ice mov es f rom b ehind  a p hone and  reconnects to the 
same sw itch on a d if f erent p ort it triggers a security v iolation since 
link  on the original p ort d oesn’t go d ow n and  clear the mac ad d ress 
f rom the p ort.

• T his has b een a show  stop p er f or a f ew  customers w ith large 
amounts of  M AB  d ev ices b ehind  p hones

G u ests
O S X  su p p lic ant w ith  S S O  isn’t v ery  g o o d ☺

• W ork around  is mac ad d ress aging 
• T here is an initiativ e to d eliv er a d eterministic notif ication f rom 
p hone to sw itch f or all authentication method s ( 80 2. 1X ,  M AB ,  W eb
Auth)
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M A C  A u t hen t ic a t ion  B y p a ss ( M A B )
Client D o t1 x / M A B

00.0a.95.7f.de.06

EAPOL-R e q u e s t  ( I d e n t i t y )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3 1 U p o n  l i n k  u pX

X
EAPOL-R e q u e s t  ( I d e n t i t y )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3 2 3 0 -s e c o n d s
EAPOL-R e q u e s t  ( I d e n t i t y )
D  =  0 1 . 8 0 . c 2 . 0 0 . 0 0 . 0 3 3 3 0 -s e c o n d sX EAPOL-T i m e o u t
I n i t i a t e  M AB 4 3 0 -s e c o n d s?
Le a r n  M AC 5 V a r i a b l e?

R A D I U S

6 R AD I U S -Ac c e s s
R e q u e s t

7 R AD I U S -Ac c e s s
Ac c e p t

Po r t  En a b l e d√√ 8
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Web Based Proxy Authentication

Client Initiates Co nnec tio n—Ac tiv ates P o rt Au th entic atio n S tate M ac h ine 2
S w itc h  P o rt F ilters T raf f ic  L im iting  it to  H T T P ,  H T T P S ,  D N S  and D H CP

3
S w itc h  P o rt R elay s D H CP  Address f ro m  D H CP  S erv er 4

U ser S tarts W eb  B ro w ser and Initiates W eb  Co nnec tio n
5

U ser E nters Credentials—T h ey  Are Ch ec k ed Ag ainst R AD IU S  D B —If  
Au th entic ated T h en S w itc h  P o rt O p ened f o r N o rm al N etw o rk  Ac c ess7

S w itc h  P o rt R edirec ts U R L  and P resents H T T P  F o rm  P ro m p ting  f o r U serid/ P w d 6

80 2. 1x  P rocess R AD IU S P rocessN o E AP OL

8 0 2 . 1 x  T im eo u ts 1
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A u t horiz a t ion

• Auth oriz ation is th e em bodim ent of th e abil ity  
to enforce p ol icies on identities

• T y p ical l y  p ol icies are ap p l ied using a group  
m eth odol ogy —al l ow s for easier m anageabil ity

• T h e goal  is to tak e th e notion of group  m anagem ent 
and p ol icies into th e netw ork

• T h e m ost basic auth oriz ation in 8 0 2 . 1 x  is th e abil ity  
to al l ow  or disal l ow  access to th e netw ork  at th e 
l ink  l ay er

• O th er form s of auth oriz ation incl ude V L AN  
assignm ent,  AC L  assignm ent,  Q oS p ol icy  
assignm ent,  8 0 2 . 1 x  w ith  AR P insp ection,  etc.
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802.1x w it h V L A N  A ssig n men t

• [ 6 4 ]  T unnel -type—“V L A N ” ( 13 )
• [ 6 5 ]  T unnel -m edium -type—“802” ( 6 )
• [ 81]  T unnel -priv ate-group-ID —< V L A N  nam e>

• V L A N  nam e m ust m atc h switc h c onf iguration
• M ism atc h resul ts in authoriz ation f ail ure

M ark eting

A V  P air s  U s ed—A l l  A r e I E T F  S tandar d
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802.1x w it h A C L  A ssig n men t

• V endor-spec if ic  attributes used f or R A D IU S
[ 0 26] —v end or sp ecif ic
[ 0 0 9 ] —v end or ID  f or C isco
[ 0 0 1] —ref ers to the V SA numb er

• A ttribute used f or predef ined A C L s
[ 11] —f ilter ID

p e r m it ip  1 0 . 1 . 1 . 0  0 . 0 . 0 . 2 5 5  1 0 . 2 . 2 . 0  0 . 0 . 0 . 2 5 5
d e n y  ip  1 0 . 1 . 1 . 0  0 . 0 . 0 . 2 5 5  1 0 . 3 . 3 . 0  0 . 0 . 2 5 5
p e r m it ip  a n y  2 0 9 . 1 6 5 . 2 0 1 . 5
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802.1x w it h Q oS  Pol ic y

• V end or-sp ecif ic attrib utes used  f or R AD IU S
[ 0 2 6 ] —v e n d o r  s p e cif ic
[ 0 0 9 ] —v e n d o r  I D  f o r  C is co
[ 0 0 1 ] —r e f e r s  to  the  V SA  n u m b e r

• U se to enab le the automatic Q oS p rov isioning of  users 
• In this ex amp le,  R AD IU S w ill send  d ow n a Q oSP AC L name along 
w ith an accep t p ack et   

• P olicy conv erted  into AC E s and  installed  on the sw itch

set q o s ac l ip  ACL  dsc p  7  any
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O p erating Sy stem  
Issues
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W in d ow s B oot  C y c l e O v erv iew

P o we r  U p L o a d  N D I S 
D r iv e r s

D H C P Se tu p  Se cu r e  
C ha n n e l  to  D C

U p d a te  G P O s A p p l y  
C o m p u te r  
G P O s

P r e s e n t G I N A  
( C tr l -A l t-D e l )  

L o g in

Inherent Assump tion of  
N etw ork  C onnectiv ity

If  W e W ait f or 80 2. 1x  U ser 
Authentication W e B reak  
M icrosof t Assump tion
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W in d ow s B oot  C y c l e O v erv iew

P o we r  
U p

L o a d  
N D I S 
D r iv e r s

D H C P Se tu p  Se cu r e  
C ha n n e l  to  D C

U p d a te  G P O s A p p l y  
C o m p u te r  
G P O s

P r e s e n t G I N A  
( C tr l -A l t-D e l )  

L o g in
8 0 2 . 1 x  

A u the n tica te  
a s  C o m p u te r
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W in d ow s L og in  Proc ed u re
U ser Au th entic atio n

M ac h ine Au th entic atio n

U ser +  M ac h ine Au th entic atio n

Po w e r  
U p

Lo a d  
N D I S  
d r i v e r s

D H C P
S e t u p  
S e c u r e  
C h a n n e l  
t o  D C

U p d a t e  
G POs

Ap p l y  
C o m p u t e r  
G POs

Pr e s e n t  
G I N A

8 0 2 . 1 x  
M a c h i n e  
Au t h

W i n d o w s
D o m a i n
Au t h

Po w e r  
U p

Lo a d  
N D I S  
D r i v e r s

D H C P
S e t u p  
S e c u r e  
C h a n n e l  
t o  D C

U p d a t e  
G POs

Ap p l y  
C o m p u t e r  
G POs

Pr e s e n t  
G I N A

W i n d o w s
D o m a i n
Au t h

8 0 2 . 1 x
U s e r
Au t h

N e two r k  C o n n e ctiv ity
P o in t o f  8 0 2 . 1 x  A u tho r iz a tio n

Po w e r  
U p

Lo a d  
N D I S  
D r i v e r s

D H C P
S e t u p  
S e c u r e  
C h a n n e l  
t o  D C

U p d a t e  
G POs

Ap p l y  
C o m p u t e r  
G POs

Pr e s e n t  
G I N A

8 0 2 . 1 x  
M a c h i n e  
Au t h

W i n d o w s
D o m a i n  
Au t h

8 0 2 . 1 x
U s e r
Au t h

D H C P

*  N o  Co nnec tiv ity  to  D o m ain Co ntro ller U ntil U ser L o g s In 

*  8 0 2 . 1 x  E arly  in B o o t P ro c ess

*  U sers Can B e Indiv idu ally  Au th entic ated 
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D ifferen t  M od es of A u t hen t ic a t ion  
in  M ic rosoft  E n v iron men t s

• C ontrol l ed by  registry  k ey s
• Auth entication by  m ach ine onl y

N o n eed f or u s er a u t hen t ica t ion  if  m a chin e 
a u t hen t ica t ion  is  s u cces s f u l

• Auth entication by  user onl y
N o m a chin e a u t hen t ica t ion  t a k in g  pl a ce a t  a l l —
b e ca ref u l ,  t his  b rea k s  g rou p a n d s y s t em  pol icies

• Auth entication by  user and m ach ine
U s es  a u t hen t ica t ion  of  b ot h u s er a n d m a chin e;  s w it ches  
con t ex t s  w hen  g oin g  f rom  on e t o t he ot her
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802.1X  a u t hen t ic a t ion
• R ecom m en d y ou  s t a rt  s im pl e w it h y ou r a u t hen t ica t ion
• R ecom m en d m a chin e a u t hen t ica t ion  on l y

Y ou need  to manage auth b ehav ior on X P / 20 0 0  v ia registry k eys
http : / / sup p ort. microsof t. com/ k b / 30 9 448/ en-us
http : / / w w w . microsof t. com/ technet/ netw ork / w if i/ w if if aq . msp x

• R ecom m en d t ha t  y ou  u s e t he a u t om a t ic prov is ion in g  b u il t  
in t o A D  if  pos s ib l e

M achines are p rov isioned  automatically w ith a machine 
p assw ord .
C an hav e certif icates automatically p rov isioned  v ia AD  G P Os
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H ow  D o Y ou  E n a b l e M a c hin e A u t h?

• M ak e sure th e com p uter is a m em ber of th e dom ain
• If using T L S,  m ak e sure th e com p uter gets a cert—
eith er th rough  auto-enrol l m ent or m anual l y

• If using E AP-F AST ,  PE AP or E AP-T L S m ak e sure 
th at th e C A cert is in th e l ocal  m ach ine store;  
ty p ical l y  added if C A is up  w h en m ach ine is added 
to th e dom ain;  if not,  y ou can force v ia auto-
enrol l m ent

• C l ick  th e ch eck  box  for th e “auth enticate as 
com p uter w h en com p uter inform ation is av ail abl e”
in th e auth entication tab of th e l ocal -area 
connection p rop erties w indow
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M a c hin e A u t h U sin g  PE A P or TL S

• M ac hine authentic ation using P EA P
U ses account inf ormation f or the comp uter created  
at the time the machine is ad d ed  to the d omain
C omp uter must b e a memb er of  the d omain
If  d oing mutual authentication,  the comp uter must 
trust the signing C A of  the R AD IU S serv er’s cert

• M ac hine authentic ation using EA P -T L S
Authenticates the comp uter using certs
T he comp uter must hav e a v alid  cert
If  d oing mutual authentication,  the comp uter must 
trust the signing C A of  the R AD IU S serv er’s cert
E asiest w ay to d ep loy is using M S-C A and  
W ind ow s G P Os
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M ic rosoft  I ssu es w it h D H C P

• W it h w ired in t erf a ces  a  s u cces s f u l  8 0 2 .1 x  a u t hen t ica t ion  
does  n ot f orce a n  D H C P  a ddres s  dis cov ery  ( n o m edia -
con n ect  s ig n a l )

• T his  produ ces  a  prob l em  if  n ot  properl y  pl a n n ed
• D H C P  s t a rt s  on ce in t erf a ce com es  u p
• I f  8 0 2 .1 x  a u t hen t ica t ion  t a k es  t oo l on g ,  D H C P  m a y  t im e ou t

P o we r  U p L o a d  N D I S 
D r iv e r s

D H C P Se tu p  Se cu r e  
C ha n n e l  
to  D C

P r e s e n t G I N A  
( C tr l -A l t-D e l )  L o g in

D H CP —T im eo u t at 6 2  S ec o nds
8 0 2 . 1 x  Au th —Variab le T im eo u t 

D H C P  I s  a P ar al l el  E v ent,  I ndep endent of  
8 0 2 . 1 x  A u th entication
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H ow  t o A d d ress D H C P Timeou t
w it h 802.1x?

• U se m ac hine authentic ation—this al l ows the initial  
m ac hine authentic ation to obtain an IP  address

• Suppl ic ant behav ior has been addressed by M ic rosof t
W ind ow s X P :  install serv ice p ack  1a +  K B  8269 42
W ind ow s 20 0 0 :  install serv ice p ack  4

• U pdated suppl ic ants trigger D H C P  IP  address renewal
Successf ul authentication causes client to p ing d ef ault gatew ay 
( three times)  w ith a sub second  timeout
L ack  of  echo rep ly w ill trigger a D H C P  IP  renew
Successf ul echo rep ly w ill leav e IP  as is
P re-renew al p ing p rev ents lost connections w hen sub net 
stays the same b ut client may b e W L AN  roaming
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S u p p l ic a n t  C on sid era t ion s
• M ic ro so f t W indo w s

U s e r  a n d  m a c h i n e  a u t h e n t i c a t i o n
D H C P r e q u e s t  t i m e  o u t
M a c h i n e  a u t h e n t i c a t i o n  r e s t r i c t i o n
D e f a u l t  m e t h o d s  :  M D 5 ,  PEAP,  EAP-T LS ,  EAP-F AS T

• U nix / L inu x  c o nsideratio ns
Op e n  s o u r c e  :  x s u p p l i c a n t Pr o j e c t  ( U n i v e r s i t y  o f  U t a h )
Av a i l a b l e  f r o m  h t t p : / / w w w . o p e n 1 x . o r g
S u p p o r t s  EAP-M D 5 ,  EAP-T LS ,  
PEAP/ M S C H APv 2 ,  PEAP/ EAP-G T C

• N ativ e Ap p le su p p lic ant su p p o rt in O S  X  1 0 . 3
8 0 2 . 1 x  i s  t u r n e d  o f f  b y  d e f a u l t !
D e f a u l t  p a r a m e t e r s —T T LS ,  LEAP,  PEAP,  M D 5
s u p p o r t e d
S u p p o r t  f o r  a i r p o r t  a n d  w i r e d  i n t e r f a c e s
S i n g l e  s i g n  o n  c a n  b e  a c c o m p l i s h e d  
w / Ap p l e s c r i p t s
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Pre eX ec u t ion b oot  E n v iron men t  - PX E
• V ery  com m on  w a y  t o im a g e n ew  m a chin es  a n d reim a g e
ex is t in g  m a chin es . i.e. “F 1 2  - N et w ork  B oot ”

• A s s u m es  I P  con n ect iv it y  a n d ha ppen s  b ef ore O S l oa ds
U ses D H C P  ex tensions and  T F T P  to d ow nload  b oot image 
typ ically
N o 80 2. 1X  sup p licant theref ore no connectiv ity

• O n l y  L A N  w ork a rou n ds  a t  t his  t im e a re M A B  or G u es t  V L A N
C hallenge is to initiate M AB  or G uest V L AN  access b ef ore the 
P X E  f irmw are times out
P X E  f irmw are p er sp ec should  timeout in 60  second s.
Some P X E  f irmw are has b een ob serv ed  to ex p ire in as little as 5 
second s – L ots of  testing req uired  to v erif y the solution
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PX E  ( c on t .)

• C u s t om er rea ct ion  is  s u b j ect iv e on  t his  is s u e.
C ustomers hav e d ep loyed  w ith M AB  and  G uest V L AN
C ustomers hav e d ep loyed  and  j ust d esignate a secure b uild  room w here P X E  hap p ens w ithout 80 2. 1X
C ustomers hav e d ep loyed  b y registering a help  d esk  item and  f orce authoriz ing the p ort v ia SN M P
Some customers d on’t lik e the w ork around s and  consid er this a show  stop p er to 80 2. 1X  d ep loyment

• A s k  t he cu s t om er f irs t  t hin g  if  t hey  u s e P X E  f or t heir a cces s  dev ices !
• T here a re in it ia t iv es  t o dev el op det erm in is t ic s w it ch b a s ed m echa n is m s  f or P X E
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W a k e O n  L A N  ( W O L )
• T h ere is a feature th at enabl es sup p ort of WO L  on 
th e sw itch es

• Issue:  With  M AB  or G uest V L AN  configured
I f  t he dev ice g oes  t o s l eep a n d drops  l in k  or if  rea u t h is  
t rig g ered a n d t he dev ice is  a s l eep;  M A B / G u es t  V L A N  
ha n dl in g  w il l  b e t rig g ered a n d t he dev ice w il l  pot en t ia l l y  g et  
pl a ced on  a  n ew  V L A N .
T he W O L  m a g ic pa ck et  t o w a k e t he m a chin e w il l  b e s en t  t o 
t he orig in a l  8 0 2 .1 X  a u t h v l a n .

• Work around som e custom ers h av e used
M a k e s u re a l l  m a n a g ed a s s et s  a re in  a  m a c a ddres s  
da t a b a s e a n d a s s ig n  t he dev ice t o t he s a m e V L A N  w it h 
M A B
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Q & A
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