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Security Metrics

An ongoing collection of measurements to
assess security performance
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Security Metrics

~Security Metrics Should-Measure

— Implementation W .-
. e

— Effectiveness \%

— Impact &

C—

~Measure Repeatable Processes

— Contextually specific
— Consistently measured ‘#

— Cheap to produce A
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Benefits

Improves Effectiveness of Security Strategies |

Increases Accountability

Demonstrates Compliance

Drives Performance Improvement
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Goals — ABC'’s

® Align 5e.curit3 strategy with company
needs and objcctivcs

@b‘cnc’ qua]itativc and quantitativc

@_(;rcatc easy to understand metrics

® Automate where Possib]e
®Pe consistent

® Qonsumc information alrcady available
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One Metric to Rule Them All




Metric Composition

Statistical
Data

Subjective
Analysis )

y/
/Compliance
Data
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Composite Score
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Protect & Detect
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Metric Composition

Composite Score

| Cross

Endpoint | Perimeter :
Protect Detect Protect Detect Protect Detect Protect Detect
Score Score Score Score Score Score Score Score
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Metric Composition

Protect (Outcome Based / Qualitative)
» Completeness / effectiveness of solutions in place
» Alignment with business objectives & roadmap
> Compliance metrics If available (e.g. percent up to date or installed)

Detect (Activity Based / Quantitative)
> Event metrics from solutions

> Based on alerts that were not blocked
» Weighted by severity of alert
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Identity & Access Management

Protect (Outcome Based / Qualitative)
» Two Factor Authentication
» Account Provisioning Process & Administration
» Administrative Access Controls
» Access Certifications

Detect (Activity Based / Quantitative)

» Failed Login / Account Lockout Events
» 3'd Party Access
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Endpoint Protection

Protect (outcome Based / Qualitative)
» Host-based Intrusion Prevention System (HIPS)
» Malware Protection (Antivirus, AntiSPAM)

» Advanced Malware Protection (amp)
» Whole Disk Encryption

Detect (Activity Based / Quantitative)
» Endpoint Events
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Perimeter Defense

Protect (Outcome Based / Qualitative)

> Firewalls

» Network Intrusion Prevention Systems (pPs)

> Security Information & Event Management (SIEm)
» Advanced Persistent Threat Protection (APT)

» Web Proxy & Web Application Firewall (waF)

» Network Behavior Analysis (NeA) & Visibility

Detect (Activity Based / Quantitative)
» Perimeter Events (IPS, FireAMP, Proxy, WAF)
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Cross Functional Security Services

Protect (Outcome Based / Qualitative)

» Risk Assessment
» Vulnerability Assessment
» Incident Response

Detect (Activity Based / Quantitative)

» Risk Levels (vulnerability & Risk Assessment)
» Vulnerability Scan & Patch Statistics
» Median-time-to-remediation (MTTR)
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’ Information Security Level Indicators

TARGET

Cyber Threat Advisory

SEVERE
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Example — Detect Tips

H/IPS, WAF, AVIAMP -+ Risk Assessments

— Blocked / Alerts — Mitigation Age
(weighted by severity) (to target, weighted by severity)
Firewall, Proxy — Mitigation Status

(weighted by severity)
* Vulnerability Scans
— Mitigation Age
— Mitigation Status

* Incident Response
— MTTR/MTTD

— Blocked / Total Packets

Anti-Malware
— Compliance (% covered)

Patch Management
— Compliance (% current)

Activity Based / Quantitative
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Example - Summary

nl‘. H - Overall Security Metr | Excel ! B - X
HOME INSERT PAGE LAYOUT FORMULAS DATA EVIEW VIEW Ron Shuck » “
" ) 3. — Aut
Cabibri -1 A A = ¥ rap T General ’ | s g | & a = = Y H
. z - F . + Fil -
B I y- . A . = Aecge g W onditional Format Il | Format | e 1& Find &
Formatting = Table t Iter » Selec
Cipboard = Font n Aligrenent Numb tyles | Edring ~
A1 - |21 fr | ntem
A 8

1 item
2 Over All

4 IDM

5 Protect

6 Two Factor

7 Account Life Cycle Management
8 Administrative Access
9 Access Certification
10 'Single Sign On

11 PXI

17 Detect

13 Events

.a

atn

15 Endpoint

16 Protect

17 HIPS

18 Malware

19 Advanced Malware
20 |Encryption

21 Petipheral

TP e

Summary 1DM

Endpoint

19.00%
200 Ex: =AVERAGE(B17:B21)
1000%
Q0N EX: =Endpoint!'D1
F‘mr*‘:e-’.: “”;,wss Alerts | Risks | Defines ) ‘ N >
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Example — Protect Detail

Owverall Security Metricsxisx - Excel T®E = QX
INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Ron Shugk = ﬁ
X e s L - = e > AutoSum -~ A
Calior -111 - A A = ¥- ¥ Wrap Text General . ?‘ J gy € .‘>‘ a E poria >Y “
= . . = . -~ 7‘ g e & Filt ¢
;> B 7 uU- ot Pyl w - & 3= [SMerge & Center = $ - % » %3 % Conditional formatas' Cell Irsert D PO Sort & Find &
4 = ’ Formatting = Table = Styles ¢ 3 1 Clear Filter = Seloct ~
Clpboaed Fom i Abgnment - Number ~ Styles Celis Edmting A
Al *| Il Firewall v
A 8 C D E F G H | J -
1 {Firewall | s2.sexlies 29.60%]|s1EM 34.00%|Proxy 39.17%|veN " -26.67%)
7 Stateful 100%4US - Perimetar 58% Coverage S5%luUs 60%| Posture Assessment -10%4€
3 User controls 1054 Canada - Perimeter 0% System Pecformance 75%]| Canada 1009 Spiit Tunne! -505
4 Content Control TO%JUK - Perimater 50%] Carrelation Rules 0% UK Corp 0% Restricted Network Access - 2008
5 Geo Blocking 0%4Rackspace 0% Automated Response 0% UK Store 75%| Two Factor 1007
6 MPLS O%4MPLS 0% integrated CT) Feeds 0%AY 09
7 Agplication inspection S0% AMP 05
& Advanced Malware 100%
)
10
11 .
Just average the items
13
5 5 .
In the section.
16
Enter the items that ficant e
2 nier tne 1ems tnat are significan B _c| D
> ) Firewall score [T 77.00%[1PS
£2 t b Statefid 1005 25%  25.00%|US
£ O yo ur DUsINess. User controls 0% 10%  1.00%|Car
= Cuntent Control 70% 5% 3.50%[UK
& Geo Blocking 0% 5%  0.00%Ra
24 MPLS 0% 5%  C.00%MP
25 Application Inzpection e0% 25% 22.50%
26 Mdvanced Malware 100% 25% 25.00%
Summary 1bM Endpoint Perimeter Cross Alerts Ris defines ) i »
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Example — Detect Detail

- > s )_ ALl I
& Fill
Inzert Delete Format Sornt & Find &
# Cloar ~
o Fitter e
Calls Edting ~
v
K L M N o) P

Basically this just divides the weighted
blocked by the weighted not blocked.

=SUM(B14*Defines!$C11,B15*Defines!$C12,B16*Defines!$C13)/S

UM(B14*Defines!$C11,B15*Defines!$C12,B16*Defines!$C13,B17*

FEH S
OME [ R PAGE LAYOUT FORMULAS DATA EW VIEW
. & Calibri 11 <A A - p Tex General > r ’ y
. - -~ -~
Paste 8 7'y v- A - Mesge & Cen $ w0 m | Conditional Formatas Cel
Formatting = Table = Styles
Clpboard ~ om Alignmant Number . Styles
Al fx
A B € D E F G H | )
1 Date
2 IPS Alerts 17-Mar-16
3 Composita Score 32.40%
4 High - Blocked 34 1
5 Medium - Blocked 4500 These are JUSt Values
6 Low - Blocked 0 1
e ~ from the various tools.
8 Medium - Not Blocked 6200
9 Low - Not Blocked 9800
10 Info - Not Blocked 1
11
12 FireAMP Alerts
13 Composite Score 83.29%
14 High - Blocked 62 Example
15 Medium - Blocked 3 )
16 Low - Blocked 0
17 High - Not Blocked 2
18 Medium - Not Blocked 18 n . o
B o e Bk A Defines!$C11,B18*Defines!$C12,B19*Defines!$C13)
20

WAF Alerts

Summaty

IDM

Endpoint | Penimeter | Cross

Alerts Risks | Defines )

22
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Example — Risk Detect Detail

m H - ¥ Overall Secunty Metnicsxisx - Exce T B - OOX
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Ron Shuek » m
< X > 9 =3 AvtoSum ~ A

\ Colibn 11 A A = - Y Wrap Text General v ? s s - 2 I E ’ - Y h
. z ~ - : & | Fill = =
Paste & B I U- - Y - A - =3 {3 Merge & Center = § - 9% » o, Conditiona Fx:"Y‘.I' as Cell nsert Delete Format P trdes Sort & Find &
. formatting *~ Table~ Styles- . - y Fifter ~ Select ~
Clpboard Fort Algnment Cadly Editing -~

This is an average of
1 | : lon: - B4 and B8. ‘ :

2 Risk Assessments  17-Mar-16

3 Composite Score 31.59% -

U o Basically this just averages the weighted
3 | o = percentages.

8 Mitigation Age 27%

9 Critical 0.0% Example:

1014 154% =IF(SUM(B5:B7),AVERAGE (B5*Defines!$C$2,B6*Defines!$C$3,B
' i i 7*Defines!$C$4),")

13

14

15

16

17

18

19

2

Summary [DM | Endpoint | Penmeter | Cross Alerts | Risks Defines ) ‘ »

FISSA it

23 Information Systems Security Association

READY P2




Example — Risk Detail

IT Risk Mitigation Trackingadex -

HOME INSERT PAGE LAYOUT FORMULAS DATA  REVIEW VIEW
Cabibri 11 -'A A = P~ """1.'4".1[1 Text General

:-’:-"‘ . |B EWU- b A - =5 SHMegeblenter - $ % » %
Cipboard Font Aligrenent Number

0 CHECK OUT REQUIRED To modity this server workbook. you must check it out Check Out

A133 - f

A 2] C D

133| !

134

115 Risk Matrics (Status) Opan Closed Total

136 Critical 7 22.2%
137 High 65 23 26.1%
138 Medium 2 Q9 81.8%
139 Total 74 34 108
140

141 Risk Maetrics (Age) <= Target > Target Total

142 Crnitical (30 days) 2 7 22.2%
143 High (90 days) 30 58 34.1%
144 Medium (180 days) 7 4 63.6%
145 Total 39 69 108
146

147

148

149

150

151

152

162

Risks  Charts )
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Formatting = Tabfe =

Styles

These are just closed / total.

These are just items within

Cell

Styles =

== X ‘;'

Insert Delete Format
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Sort & Find &
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Example — Defines

ni H - 3 Overall Security Metncs.xisx - Excel T B - OMX
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Ron Shik » "“
.. 3 X Calibi o A — 2= P - S Wrop Text General £ P { s . ’ &= A > .' ‘ E AutoSum - "7\.Y H
3 . £ - Ky : ¢ + Fili - %

p,,:_',. " B I uUu-__ - O- A e #= % HMerge&Center = $ - % » R % n‘f‘::l{;‘“‘:“;' h;:-::_fi‘é 1 LJt(,lr;ll ‘ !n'..rl? T\r‘.:-'r- f-'uv:'ml Pl

Clpboard = Fort . Aignment n Numbeér 0 Styles Cells ~

Al ' : f¥ Item v
A B C D E F G H | J K | M N 0 f -

1 |Item - itab - value -

2 Risk Status - Critical Multiplier Risk 0.7

3 Risk Status - High Multiplier Risk 0.8

4 Risk Status - Medium Multiplier Risk 0.9

S Risk Age - Critical Multiplier Risk 0.7

6 Risk Age - High Multiplier Risk 0.8 -

7 Risk Age - Medium Multiplier Risk 0.9 These can be as sim p|e

8 195 - High Multiphier Alerts 5

9 195 - Medium Multipéer Alerts 3 or Comp|ex as you ||ke

10 IPS - Low Multiplier Alerts 1

11 FireEye - High Multipler Alerts 5

12 FireEye - Medium Multipler Alerts 3

13 FireEye - Low Multiplier Alerts 1

14 WAF - High Multiplier Alerts S

15 WAF - Medium Multiplier Alerts 3

16 WAF - Low Multiplier Alerts 1

17 VSE - High Multiplier Alerts 5

18 VSE - Medium Multiplier Alerts 3

19 VSE - Low Multiplier Alerts 1

20  HIPS - High Multiplier Alerts 5

21 HIPS - Medium Multiplier Alerts 3

22 HIPS - Low Multiplier Alerts 1 ~

Summary IDM | Endpoint | Penimeter | Cross | Alerts | Risks | Defines ) { Te »
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