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– Implementation

– Effectiveness

– Impact

– Contextually specific

– Consistently measured

– Cheap to produce

Security Metrics
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Improves Effectiveness of Security Strategies

Increases Accountability

Demonstrates Compliance

Drives Performance Improvement

Benefits
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Align security strategy with company 
needs and objectives
Blend qualitative and quantitative
Create easy to understand metrics

Automate where possible
Be consistent
Consume information already available

Goals – ABC’s
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One Metric to Rule Them All
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Metric Composition
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Composite Score

Compliance 
Data

Subjective 
Analysis

Statistical 
Data
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Protect & Detect
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Outcome Based / Qualitative Activity Based / Quantitative
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Metric Composition
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Metric Composition
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Protect (Outcome Based / Qualitative)

Completeness / effectiveness of solutions in place

Alignment with business objectives & roadmap

Compliance metrics if available (e.g. percent up to date or installed)

Detect (Activity Based / Quantitative)

Event metrics from solutions

Based on alerts that were not blocked

Weighted by severity of alert
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Identity & Access Management
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Protect (Outcome Based / Qualitative)

Two Factor Authentication

Account Provisioning Process & Administration

Administrative Access Controls

Access Certifications

Detect (Activity Based / Quantitative)

Failed Login / Account Lockout Events

3rd Party Access
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Endpoint Protection
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Protect (Outcome Based / Qualitative)

Host-based Intrusion Prevention System (HIPS)

Malware Protection (Antivirus, AntiSPAM)

Advanced Malware Protection (AMP)

Whole Disk Encryption

Detect (Activity Based / Quantitative)

Endpoint Events
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Perimeter Defense
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Protect (Outcome Based / Qualitative)

Firewalls

Network Intrusion Prevention Systems (IPS)

Security Information & Event Management (SIEM)

Advanced Persistent Threat Protection (APT)

Web Proxy & Web Application Firewall (WAF)

Network Behavior Analysis (NBA) & Visibility

Detect (Activity Based / Quantitative)

Perimeter Events (IPS, FireAMP, Proxy, WAF)
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Cross Functional Security Services
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Protect (Outcome Based / Qualitative)

Risk Assessment

Vulnerability Assessment

 Incident Response

Detect (Activity Based / Quantitative)

Risk Levels (Vulnerability & Risk Assessment)

Vulnerability Scan & Patch Statistics

Median-time-to-remediation (MTTR)
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Information Security Level Indicators
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81% - 100%

61% - 80%

41% - 60%

21% - 40%

< 20%

TARGET
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• H/IPS, WAF, AV/AMP

– Blocked / Alerts 
(weighted by severity)

• Firewall, Proxy

– Blocked / Total Packets

• Anti-Malware

– Compliance (% covered)

• Patch Management

– Compliance (% current)

• Risk Assessments

– Mitigation Age
(to target, weighted by severity)

– Mitigation Status 
(weighted by severity)

• Vulnerability Scans

– Mitigation Age

– Mitigation Status

• Incident Response

– MTTR / MTTD

Example – Detect Tips
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Activity Based / Quantitative
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Example – Summary
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Average of the tower sections below.

Average of the Protect & Detect numbers.

Average for the Protect items.

Reference the cell on the specific sheet.

Ex: =IF(SUM(B16,B23),AVERAGE(B16,B23),"")

Ex: =AVERAGE(B17:B21)

Ex: =Endpoint!D1
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Example – Protect Detail
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Enter the items that are significant 

to your business.

Just average the items 

in the section.
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Example – Detect Detail
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These are just values 

from the various tools.

Basically this just divides the weighted 

blocked by the weighted not blocked.

Example:
=SUM(B14*Defines!$C11,B15*Defines!$C12,B16*Defines!$C13)/S

UM(B14*Defines!$C11,B15*Defines!$C12,B16*Defines!$C13,B17*

Defines!$C11,B18*Defines!$C12,B19*Defines!$C13)
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Example – Risk Detect Detail
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Basically this just averages the weighted 

percentages.

Example:
=IF(SUM(B5:B7),AVERAGE(B5*Defines!$C$2,B6*Defines!$C$3,B

7*Defines!$C$4),"")

This is an average of 

B4 and B8.
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Example – Risk Detail
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These are just closed / total.

These are just items within 

target / total.
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Example – Defines
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These can be as simple 

or complex as you like.



IT Global Computing Security

26


