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Security Through Network Intelligence
www.lancope.com

Lancope StealthWatch Technology
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• Network Behavior Anomaly Detection Solution

• A Network Behavior Anomaly Detection (NBAD) solution is a fast, accurate and cost-
effective solution that immediately detects malicious or unauthorized network activity, 
including new and otherwise unidentifiable threats. As a network-based system, 
NBAD solution overcomes the cost and complexity of deploying and maintaining 
signature- or host-based systems. With NBAD solutions, organizations can now 
identify and resolve network exposures, such as new, misconfigured or unauthorized 
devices and applications. These threats, which include rogue servers and P2P file 
sharing applications, result in 65% of network risks, according to a Gartner estimate. 
When unpreventable network events or host infections occur, NBAD solutions detects 
and contains the incident while delivering critical insight that accelerates resolution 
and minimizes damage.

Network Behavior Anomaly Detection (NBAD) Solution Network Behavior Anomaly Detection (NBAD) Solution 



P
re

se
nt

ed
 a

t C
en

tra
l P

la
in

s 
IS

S
A

 M
ee

tin
g 

–
O

ct
ob

er
 7

, 2
00

5

t  t  What can NBAD’s do for you?

• Significantly improve the prevention and resolution of network security incidents 
• Stop worms, viruses, trojans, and DoS attacks that other technologies miss 
• Assess policy compliance and the impact of planned or unanticipated network 

events 
• Identify and prioritize critical threats to resolve risks and events before they 

become crises 
• Real-time, continuous monitoring of network traffic patterns for immediate 

response to unexpected or unforeseeable security events 
• Host and network protection without requiring host agents or frequent attack 

signature database updates 
• Flexible design that improves the performance of existing security investment 

and easily extends overall security strategy to new business opportunities 
• Simple, straight-forward scalability across massive command-and-control 

enterprise deployments 
• Cost-effective, easy-to-manage monitoring of large numbers of devices via 

powerful, graphical representations of current and expected network behavior 
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How to protect your environment from Internal attacks?

• Organizations should establish a trusted behavior baseline for each machine on the 
network.

• Look for changes in current foot print behavior.
• If these procedures are implemented effectively they can detect and protect systems 

against new malicious code and worms.
• Detect, mitigate and resolve internal and external threats, such as stealthy scans, new 

worms and Trojans that bypass firewalls and signature-based antivirus systems 
• Continuous monitoring of enterprise network activity without installing host-based agents 
• Immediate alerts based on policy violations, such as attempted access to servers from an 

unauthorized network zone 
• Automate discovery and profiling of new or unauthorized network devices

How to protect your environment from Internal attacks?How to protect your environment from Internal attacks?
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How do internal security threats effect your network?How do internal security threats effect your network?

Internal security refers to a focused effort to secure resourcesInternal security refers to a focused effort to secure resources on on 
internal attacks, or LANs. These resources can include applicatiinternal attacks, or LANs. These resources can include applications, ons, 
data, servers, and end point devices. Internal attacks can happedata, servers, and end point devices. Internal attacks can happen either n either 
maliciously or inadvertently. But regardless of what prompts an maliciously or inadvertently. But regardless of what prompts an internal internal 
security breach, one thing is for certain: The impact of internasecurity breach, one thing is for certain: The impact of internal security l security 
issues causes negative results on an organization from both a teissues causes negative results on an organization from both a technical chnical 
and business perspective.and business perspective.
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How Enterprises Will Begin To Focus On Internal Attacks?How Enterprises Will Begin To Focus On Internal Attacks?

Companies of all sizes are beginning to shift their attention toCompanies of all sizes are beginning to shift their attention to the topic the topic 
of internal security. They are starting to initiate change in hoof internal security. They are starting to initiate change in how they w they 
protect resources on the LAN, and in turn, protect their employeprotect resources on the LAN, and in turn, protect their employeeses’’
productivity. Once an organization is convinced they should inveproductivity. Once an organization is convinced they should invest st 
time, money and resource on internal security their first step ftime, money and resource on internal security their first step focuses ocuses 
on adding an extra layer of defense within their networks, incluon adding an extra layer of defense within their networks, including:ding:

--Securing Endpoint DevicesSecuring Endpoint Devices
--Implementing an additional layer of protection (Worm Defense) Implementing an additional layer of protection (Worm Defense) 
--Enforcement of proper use through well articulated security poliEnforcement of proper use through well articulated security policycy
--Quarantine capabilities for isolating infected devicesQuarantine capabilities for isolating infected devices
--Segmenting LANs for threat containmentSegmenting LANs for threat containment
--Remediation AssistanceRemediation Assistance
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What are you doing about securing your business / network?What are you doing about securing your business / network?

--Do you have tools in place to identify internal threats?Do you have tools in place to identify internal threats?
--Do you have the ability to find the root cause of these securityDo you have the ability to find the root cause of these security threats?threats?
--Do you have historical logging of my security threats and flows?Do you have historical logging of my security threats and flows?
--How do these solutions integrate with my current security tools?How do these solutions integrate with my current security tools?
--How much do they cost and how do I get back my investment?How much do they cost and how do I get back my investment?



P
re

se
nt

ed
 a

t C
en

tra
l P

la
in

s 
IS

S
A

 M
ee

tin
g 

–
O

ct
ob

er
 7

, 2
00

5

“Given the widespread use of automated attack tools, attacks against Internet-connected systems have become so 
commonplace that counts of the number of incidents reported provide little information with regard to assessing the 
scope and impact of attacks. Therefore, as of 2004, we will no longer publish the number of incidents reported.”

- CERT
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Attack frequency 
increases…

…while discovery-to-exploit 
window decreases.

Signatures CanSignatures Can’’t Keep Upt Keep Up
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“Flows” provide total visibility across a wide network range by collecting data from 
routers in varying locations. This gives Stealth Watch total supervision over the network 
and provides an ability to track behavior throughout the network, from start to end.

NetFlow provides NetFlow provides ““Mountaintop visibilityMountaintop visibility””
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Analyze Flows… Establish baseline…

Alarm on changes in behavior…

Number of concurrent flows

Packets per sec

Bits per second

New flows created

Number of SYNs sent

Time of day

Number of SYNs received

Rate of connection resets

Duration of the flow

<Many others>

BEHAVIOR RATHER THAN SIGNATURESBEHAVIOR RATHER THAN SIGNATURES
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STEALTHWATCH: BEHAVIORSTEALTHWATCH: BEHAVIOR--BASED FLOW ANALYSISBASED FLOW ANALYSIS

Cisco Native Ethernet

Cost-effective, extended enterprise-wide protection and control

Provides visibility into “most significant” network behaviors

Streamline and shorten resolution time

Powerful audit, compliance reporting, and forensic capabilities

SPANNetFlow

Signatures

ArcSight
Guarded

SIM/SEM

ISS
Snort
Etc.
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INFRASTRUCTURE IPSINFRASTRUCTURE IPS

StealthWatch 
Automated 
Mitigation

Install Cisco PIX 
firewall rules
Install Checkpoint 
firewall rules
Inject Cisco Null0 
route
Customizable scripted 
response
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Deployment: How do we collect flows?Deployment: How do we collect flows?
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12 IDP/IPS 
Sensors 
Required

1 StealthWatch 
Xe Required

StealthWatch Xe: Monitor Remote LocationsStealthWatch Xe: Monitor Remote Locations
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8 Inline IPS @ $64,995:

$519,960
1 Netflow-based Xe-2000:

<$50,000

Inline IPSInline IPS Inline IPS Inline IPS

Inline IPS

Overcome complex deployments and latencyOvercome complex deployments and latency
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PREPRE--EXISTING CONDITIONS ARE DETECTEDEXISTING CONDITIONS ARE DETECTED

Concern Index
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FLOW VISUALIZATIONFLOW VISUALIZATION
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Questions?

Thank you for your time!!

Aaron Torres
Senior Security Engineer

atorres@lancope.com
512-659-3726

About LancopeAbout Lancope

mailto:atorres@lancope.com
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