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 What is Risk 
 Threats, Vulnerabilities, & Exploits 
 Identification of Risk 
 Management of Risk 
 Risk Management Framework 
 Risk Analysis  
 Risk Assessment Process 



Threat 

Safeguard 

Vulnerability 

Exploit Asset 



Environment 

• Man Made Disasters 

• Natural Disasters 

• Business 
Environment 

People 

• Attackers 
(Internal/External) 

• Errors & Omissions 

• Espionage 
(Nations/Companies) 

Threat: A force that could negatively impact Spirit’s ability to do 

business. The threat model uses the categories below to classify 

threats: 



Man Made Disaster Natural Disaster Business Environment 
Crime Explosions Law/Regulations 
Chemical Release Fire Supply Chain Failure 
Civil Disturbance Weather Economic Downturn 
Terrorism Flooding Merge / Acquisition  
War Earthquakes Contractual Obligations 
HVAC Failure Power Surges Strategic Direction Change 
Power Failure Radio Interference Technology Advancement 

Environmental Threats: Forces that are due to interaction with the world 

around us. 

 

•Frequency rates are usually more accurate then other threat types 

•Impact is usually higher then others 

•Usually effects a wide geographic area or market sector 



Attackers Errors & Omissions Espionage 
Internal Employees Data Entry Errors State Sponsored 
External Persons Lack of Security Knowledge Corporate Sponsored 
Contractors Social Engineering Sabotage 
Vendors Unintentional Disclosure Work Stoppage 
Malicious Software Compliance Reporting Failure 
Physical Intrusion Unqualified Practitioner 
Theft Contractual Error 

People Threats: Forces that are due to the acts of a person or entity. 

 

•Frequency difficult to estimates 

•Usually targeted at a specific company 

•More difficult to identify 



People 

• Governance 

• Training/Awareness 

• Job/Role 

Processes 

• Segregation of 
Duties 

• Audit Capability 

• Inputs/Outputs 

Technology 

• Software 
Vulnerabilities 

• Hardware 
Vulnerabilities 

• Infrastructure 
Vulnerabilities 

Vulnerabilities: These are weaknesses that a threat could exploit to cause a 

compromise of Confidentiality, Integrity, or Availability of an information system.  



Governance Training Job/Role 

Information Security Policies User Security Awareness Employee Background Checks 

Security Program Development IT Security Training Separation of Duties 

Audit Functions Roles and Responsibilities Adequate Skill Set 

Regulatory Compliance Technology Specific Skills Adequate Resources 

Enforcement Activities Social Engineering Operational Security 

People: Vulnerabilities that are introduced directly by the people operating the 

system. These vulnerabilities can be caused intentionally or unintentionally. 

Vulnerabilities in these areas tend to have a large impact. 



Separation of Duties Audit Capability Input/Output 

Backup Duties Logs Kept Data Record Inputs 

System Admin Non-Repudiation Data Manipulation 

Network Admin Evidence Handling Output Manipulation 

Financial Transaction Authorization Forensics Traditional Fraud 

Risk Management  Access to Logs Bounds Checking 

Performance Reporting Audit Functions Workflow 

Job Rotation Frequency of Audits Data Verification 

Process Vulnerabilities: Weakness in operational and technical processes 

that can introduce risk into information systems.  



Software Hardware Infrastructure 

Code Execution Device Physical Security HVAC 

Privilege Execution Data Protection Physical Security 

System Configuration Access Control Fire Supression 

Access Control Component Failure Flooding 

Administrative Access Device Hardening Location 

Data Privacy Hardware Configuration Weather 
Data Integrity Tamper Resistance Power 
System Interdependence System Interdependence System Interdependence 

Technology Vulnerabilities: Vulnerabilities that are directly introduced by a 

technical component.  



• Attack Methods 

• Intrusion Methodologies 

• Operational Knowledge 
Knowledge 

• Pre-built 

• Custom Designed 

• Easy to Acquire 
Tool 

• Is their a realistic opportunity of exploit? 

• Can the threat reach the vulnerability? Opportunity 

Exploits – Are the tools and conditions conducive for the threat to take 

advantage of the vulnerability? Does it take an elite PRC hacker to exploit 

or a janitor?  



RISK: A risk occurs when 

there is an alignment of a 

threat, vulnerability, and 

mechanism to exploit the 

vulnerability that allows 

the Confidentiality, 

Integrity, and/or Availability 

of an information system 

to be compromised.  

 Actual Threat 
 Possible Consequences 
 Occurrence Frequency of threat 
 Confidence in occurrence of threat 



AVOIDANCE 

ACCEPTANCE 

MITIGATION 

CONTINGENCY 
PLANS 

TRANSFERENCE 



NIST Special Publication 800-37 rev1 Guide for Applying the Risk Management Framework to Federal 

Information Systems 



 Independent Objective Numeric Values 

 Preliminary Security Examination (PSE) 

 Determine Asset Value 

 Analyze Potential threats 

 Define ALE 
 (Asset Value  EF)  ARO 



 Exposure Factor (EF) 

 % loss to asset if threat realized 

 Single Loss Expectancy (SLE) 

   

 Annualized Rate of Occurrence (ARO) 

 Expected frequency of threat 

 Annualized Loss Expectancy (ALE) 

   



 Intangible Value Assessment 

 Most Common 

 Scenario Procedure 

 Asset Valuation Process 



NIST Special Publication 800-30 Risk Management Guide for Information Technology Systems 























Irrelevant 

• Low level that 
doesn’t 
warrant 
consideration 

Low 

• Theoretical 

• Extremely 
Complex 

• Seen 1 in 10 
years or more 

Medium 

• Practical 

• Moderately 
Complex 

• Seen 1 in 5 
years 

High 

• Common 

• Simple to 
execute 

• Seen more 
then once in 
1- 4 years 

The level of likelihood is a judgment based decision based on experience, 

technical analysis, and judgment. Criteria to develop this can range from CVE 

ratings, vendor ratings, or opinion. Must have valid data to support your 

position. 





Irrelevant 

• Impact does 
no damage to 
Spirit 

Low 

• Minimal 
impact of less 
then $1,000 

• Minimal 
chance of 
significant 
business 
impact 

Medium 

• Moderate 
impact of less 
then $100,000 
to the 
business 

• Moderate 
business 
impact 

High 

• Impact of 
greater then 
$100,000 

• Life/Safety 
issues 

The impact of this risk describes the negative effect realizing the risk would 

have on Spirit business operations. These can be derived from discussions 

with the business group, industry research, professional opinion, and 

judgment. 
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High Medium High Critical 

Medium Low Medium High 

Low Low Low Medium 

    

Low Medium High 

  Likelihood 







 Consider Share Point 

 Use workflows 

 Use Spreadsheet 




